Supported by:
B aﬂ e ry % Federal Ministry
y for Economic Affairs
Pass s eady
on the basis of a decision
by the German Bundestag

Navigating the Digital Battery Passport

User Stories from a
Technical Perspective

Version 1.0 / June 2026




DISCLAIMER

This document (the “Navigating the Digital Battery Passport: User Stories from a
Technical Perspective”) is provided for informational purposes only and is made avail-
able by the BatteryPass-Ready Consortium.

The document has been prepared collaboratively by the partners of the BatteryPass-
Ready Consortium and may include information contributed by a range of external
sources and stakeholders. While reasonable efforts have been made to ensure the
accuracy and completeness of the information contained herein, the BatteryPass-
Ready Consortium does not guarantee that the content is complete, accurate, or up
to date.

The findings, interpretations, and conclusions expressed in this Document reflect
the outcome of a collaborative process facilitated by the BatteryPass-Ready Consor-
tium and do not necessarily represent the official views of all participating organiza-
tions or contributors.

To the maximum extent permitted by applicable law, the BatteryPass-Ready Consor-
tium and its partners shall not be liable for any direct or indirect loss or damage
arising from the use of, or reliance on, the information contained in this Document.
Recipients are encouraged to perform their own independent assessment and veri-
fication of any information before relying on it.

The information contained in this document does not constitute legal, regulatory, or
other professional advice. Readers should seek independent professional advice
where appropriate.

Statements contained in this Document reflect the situation as of the date of pub-
lication. The BatteryPass-Ready Consortium does not undertake any obligation to up-
date or revise the information contained herein.

Supported by:

for Economic Affairs

and Energy Federal Ministry for Economic Affairs and Energy by resolution of
the German Bundestag under grant agreement No 16BZF363C

% | Federal Ministry The BatteryPass-Ready project receives funding from the German

on the basis of a decision
by the German Bundestag

Copyright © 2026 BatteryPass-Ready Consortium. This

® document is made available under a CC BY Licence (At-
tribution).

For more Information see: https://creativecom-
mons.org/licenses/by/4.0.

RECOMMENDED CITATION

When reusing this material, please cite the source as:
BatteryPass-Ready Consortium (2026). Navigating the Digital Battery Passport: User
Stories from a Technical Perspective



NAVIGATING THE DIGITAL BATTERY PASSPORT:

USER STORIES FROM A TECHNICAL PERSPECTIVE

Publication date

June 2026

Report lead

Technical University of Berlin

Version 1.0
Authors Elena Andrushchenko
Dogan Efe
Citation BatteryPass-Ready Consortium (2026). Navigating the Digital

Battery Passport: User Stories from a Technical Perspective

Contact persons

Elena Andrushchenko: e.andrushchenko@tu-berlin.de
Dogan Efe: dogan.efe@tu-berlin.de

CONSORTIUM PARTNERS

Technische l
Universitadt

Berlin

\

~ Fraunhofer amacatech s GEFEG

IPK DEUTSCHE AKADEMIE DER Passion for Standards
TECHNIKWISSENSCHAFTEN




ABOUT THIS DOCUMENT

This document presents the results of a structured analysis of the Digital Product
Passport (DPP) ecosystem conducted within the BatteryPass-Ready project, applying
a technical perspective to the requirements arising from the Battery Regulation (Reg-
ulation (EU) 2023/1542), the Ecodesign for Sustainable Products Regulation (ESPR,
Regulation (EU) 2024/1781), and the standardization activities of the CEN/CENELEC
Joint Technical Committee 24 (JTC 24). It considers the six JTC 24 standards pub-
lished in May 2026, as well as two draft standards published in July/August 2025 that
are currently under approval and expected to progress further in Q3 2026. The anal-
ysis covers five core business processes within the battery passport lifecycle. Regis-
tering a battery and placing it on the market, accessing battery passport data, main-
taining battery passport data, searching for battery passports, and managing end-of-
life and circularity events. For each business process, one or more user stories are
developed, detailing the involved actors and their roles, the ordinary technical se-
quence of interactions, and the failure and test scenarios that arise from them. The
failure and test scenarios are expressed in natural language rather than as executa-
ble tests, making them accessible to both technical and non-technical readers alike.
The test scenarios defined in this document serve as the foundation for the test
environment currently being developed within the BatteryPass-Ready project.

The primary audience comprises organizations engaged in the development or inte-
gration of DPP systems, with a particular focus on small and medium-sized enter-
prises (SMEs). For these organizations, the user stories clarify what needs to be done,
by whom, and in what order, providing a practical entry point into the technical re-
quirements of battery passport compliance. For DPP system designers and technical
implementers, the failure and test scenarios describe the critical interaction points
that a robust DPP system must be able to handle correctly. Where the regulatory
framework and applicable standards do not provide sufficient guidance, explicit as-
sumptions based on internal discussions and stakeholder feedback have been made
and are clearly marked throughout the document.

Disclaimer: This document has been prepared by the BatteryPass-Ready consortium
and reflects the status of the regulatory and standardization landscape as of June
2026. It is intended to support organizations in understanding and navigating the
technical requirements of the battery passport ecosystem and should not be con-
sidered exhaustive. As the regulatory framework and associated standardization ac-
tivities addressed in this document are still evolving, the findings presented here
may require revision as requirements are further specified, adopted, or updated. This
document does not prescribe specific technical solutions, does not constitute legal
advice, and does not express the official position of any regulatory authority.
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ABBREVIATION MEANING

BSP Backup Service Provider

DBP Digital Battery Passport

DPP Digital Product Passport

EC European Commission

EO Economic Operator

ESPR Ecodesign for Sustainable Products Regulation
EU European Union

EV Electric Vehicle

ID Identifier

JTC 24 Joint Technical Committee 24

LMT Light Means of Transport

MSA Market Surveillance Authority

MSP Main Service Provider

SME Small and Medium-sized Enterprise
URI Uniform Resource Identifier

URL Uniform Resource Locator

8 | User Stories from a Technical Perspective BatteryPass-Ready Consortium



1T INTRODUCTION

The Digital Product Passport (DPP) is a structured digital record that accompanies a
product throughout its entire lifecycle: from placement on market through use, re-
pair, potentially re-use/repurpose and ultimately to end-of-life treatment. It consol-
idates product-related data in a standardized, machine-readable format and makes
this data accessible to a set of actors depending on their role and authorization level.
Essentially, a DPP links a physical product to a digital representation containing in-
formation about its materials, components, origin, carbon footprint, repairability, and
other attributes relevant to sustainability and compliance.

The DPP serves regulators, businesses and consumers alike. For authorities such as
Market Surveillance Authorities (MSA) and the European Commission (EC), it enables
verification of product-related information and compliance with sustainability,
safety, and information requirements defined under the Ecodesign for Sustainable
Products Regulation (ESPR, Regulation EU 2024/1781) and, in the case of batteries,
the Battery Regulation (Regulation EU 2023/1542). For businesses and consumers, it
creates a shared information basis for more informed decisions across the value
chain from procurement and use to maintenance and recycling. In this way, it can
contribute to circular business models, improved traceability, and standardized data
exchange across organizational and national boundaries.

However, the implementation of a DPP-compliant system poses significant chal-
lenges for organizations of all sizes. For large enterprises, the primary complexity lies
in integrating DPP requirements into existing product data management systems,
aligning internal data governance processes with external reporting obligations, and
ensuring interoperability with the DPP systems of suppliers and downstream actors
across the value chain as well as establishing effective collaboration across organi-
zational units such as IT, production, after-sales, sustainability, and compliance. For
small and medium-sized enterprises (SME), the challenge is more fundamental.
SMEs frequently lack the dedicated technical resources, legal expertise, and financial
capacity required to independently interpret the regulatory requirements, design a
compliant system architecture, and maintain it as the framework evolves. The risk of
misinterpretation of relevant regulations and standards or delayed implementation
caused by the lack of IT personnel is considerably higher for smaller organizations.

The BatteryPass-Ready project seeks to address precisely this gap. The project aims
to lower the barriers to compliant DPP implementation by providing a structured and
accessible analysis of the data, technical and organizational requirements of digital
product passport systems, supported by a testing and validation environment tai-
lored for the needs of the digital battery passport (DBP).
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2 SCOPE

This document derives the technical requirements of the battery passport from three
main sources: the Battery Regulation, the ESPR and the standards and draft stand-
ards developed by CEN/CENELEC Joint Technical Committee 24 (JTC 24). These
sources complement each other at different levels. The ESPR provides the general
legal and architectural framework for Digital Product Passports across product sec-
tors, while the Battery Regulation defines the first sector-specific implementation
for batteries, including requirements for passport content, access, and lifecycle man-
agement. The JTC 24 standardization work further operationalizes these require-
ments through technical specifications for system architecture, data carriers, unique
identifiers, APIs, interoperability, access rights management, and data integrity.

This document does not address the broader ESPR working plan, the rollout of DPP
obligations to product sectors beyond batteries, or the delegated acts being devel-
oped in parallel under the ESPR framework. These aspects fall outside the scope of
the BatteryPass-Ready project and remain under development at the time of writing.
Where this document addresses data-related topics within the battery passport, it
uses the Data Attribute Longlist Version 1.3 published in March 2026 developed by
the BatteryPass-Ready consortium as the reference basis.

The failure and test scenarios developed in this document form the analytical foun-
dation for the test environment being developed within the BatteryPass-Ready pro-
ject. They are designed to capture the critical interaction points that a compliant DBP
system must handle correctly.

The present document is structured as follows.

» Chapter 3 introduces the key regulatory, standardization, and technical docu-
ments that form the basis of the analysis.

» Chapter 4 establishes the technical and regulatory context of the DPP ecosys-
tem. It covers the DPP system architecture, the actor model and access-rights
framework, the relevant lifecycle and registry APIs, status codes, identifier
types, and the authentication and authorization assumptions used for API ac-
cess.

» Chapter 5 describes the methodology applied to translate regulatory and tech-
nical requirements into user stories, failure scenarios, and test scenarios.

» Chapter 6 presents the user stories for the business processes covered in this
analysis, with a specific focus on the digital battery passport.

» Chapter 7 provides an outlook on planned next steps within the BatteryPass-
Ready project.
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3 KEY DOCUMENTS

This document draws on a set of key regulatory, standardization, and technical doc-
uments that together define the requirements, architecture, and implementation
context for DPPs and, more specifically, the DBP. The documents described below
represent the primary references used throughout this report.

The Ecodesign for Sustainable Products Regulation

The ESPR (Regulation EU 2024/1781) [1] was adopted on 13 June 2024 and entered
into force on 18 July 2024. It replaces the previous Ecodesign Directive 2009/125/EC
and significantly expands its scope, moving from energy-related products to practi-
cally all physical goods placed on the EU market, with limited exceptions for food,
feed, and medicinal products. The Regulation establishes a framework for setting
performance and information requirements, with the digital product passport serving
as a key instrument for making product-related information available.

The ESPR does not define product-specific DPP content directly. Instead, it author-
izes the European Commission to adopt delegated acts for individual product groups,
specifying the required data attributes, data carrier, access conditions, and technical
connection to the EC Registry. In this way, delegated acts translate the general ESPR
framework into operational DPP requirements. The EC Registry is a central infrastruc-
ture component of the DPP system and is expected to be deployed by July 2026. Its
technical and operational implementation is specified in the draft Commission Im-
plementing Regulation laying down the implementation arrangements for the digital
product passport registry (Draft Registry Act).

The Battery Regulation

The EU Battery Regulation (Regulation EU 2023/1542) [2] entered into force on 17
August 2023 and fully replaced the previous Battery Directive 2006/66/EC as of 18
August 2025. It directly mandates a DPP as a binding requirement for specific battery
categories and thus complements the ESPR, which provides a general framework
applicable across sectors. From 18 February 2027 specific battery categories includ-
ing electric vehicle (EV) batteries, light means of transport (LMT) batteries, and re-
chargeable industrial batteries with a capacity greater than 2 kWh placed on the EU
market must be electronically registered in the form of a DBP, accessible via QR code
on the battery and in accompanying documents.

The DBP is not simply a static data record. It is a structured, role-based digital system
that centralizes model-specific and battery-specific data including carbon footprint,
recycled content, durability and performance parameters, as well as material and
composition information. Access to this data is governed by defined roles, ensuring
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Key Documents

that commercially sensitive information is protected while making relevant data
available to authorized actors across the value chain.

The Battery Regulation also foresees a series of delegated and implementing acts
that progressively define additional technical and operational details, including data
formats, certification requirements for DPP service providers, and expanded content
requirements. These acts are under active development at the time of writing. The
regulation explicitly anticipates that further delegated acts will extend the scope of
obligations.

ECODESIGN FOR

SUSTAINABLE PRODUCTS BATTERY REGULATION

Regulation EU 2023/1542

REGULATION (ESPR)

-
|
Regulation EU 2024/1781 l@

» In force since 17 August 2023; fully
replaces Directive 2006/66/EC as of
18 August 2025

* From 18 February 2027: EV, LMT,

* Adopted on 13 June 2024, in force
since 18 July 2024

» Replaces the Ecodesign Directive

2009/125/EC and industrial batteries (>2 kWh)
+ Expands scope to almost all must be electronically registered as
physical goods (limited exceptions) DBP (accessible via QR code)

* Introduces DPP as a key instrument *+ DBP is a structured, role-based
for product-related information digital system with model- and
battery-specific data (e.g., carbon
footprint, recycled content,

durability, materials)

* Product-specific DPP requirements
defined via delegated acts

* Delegated acts specify data
attributes, data carrier, access
conditions, and connection to the
EC registry * Further delegated/implementing

acts will define more details (e.g.,

data formats, certification)

@ USE IN THIS REPORT @ USE IN THIS REPORT
Provides the general regulatory Main source for DBP-specific user
framework, scope, and governance stories: data requirements, roles,
logic for DPPs. access rights, compliance functions.

S AN /
Figure 1: Summary of ESPR and Battery Regulation

» Access governed by roles to protect
sensitive information

The Draft Registry Act

The draft Commission Implementing Regulation on the digital product passport reg-
istry specifies how the EC Registry established under Article 13 of the ESPR is ex-
pected to operate. It sets out technical and operational rules for registering digital
product passports, storing unique identifiers and relevant registration data, managing
user access and identity verification, and enabling interaction between Economic
Operators, value chain actors, competent authorities, customs authorities, and the
Commission. It also defines key registry components, including the user interface,
API, semantic repository, log system, and security and availability requirements. As
the act is still in draft form, its provisions remain subject to change [3].
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Key Documents

CEN/CENELEC JTC 24 Standardization

Following the standardization request addressed to the European standardization
organizations CEN, CENELEC, and ETSI, CEN and CENELEC established JTC 24 to
develop a harmonized family of standards for the DPP framework and system. These
standards are intended to provide the technical basis for interoperable DPP systems
across sectors, including their data architecture, operational requirements, access
management, identifier schemes, and data integrity. The JTC 24 standards are used
as technical reference documents for the analysis of DPP system requirements. They
provide a structured basis for assessing how regulatory requirements can be re-
flected in the design and implementation of interoperable DPP systems. They also
serve as a foundation for the creation of the test environment [4-11].

REGISTRY ACT

e San e CEN/CENELEC JTC 24

STANDARDIZATION

Implementing Regulation on

£ the DPP registry DPP Standard Family

Defines how the EC registry operates: Develops harmonized standards for

* Registering digital product the DPP framework:

passports « Data architecture

* Storing unique identifiers and .
registration data

Operational requirements

* Access management
. Mapgglng user access and identity . Identifier schemes
verification
L . + Data integrit
* Enabling interaction between grity

operators, value chain actors, .

authorities, and the Commission

Interoperability

« Defining components: user

interface, APIl, semantic repository,
log system, security & availability

EC registry is central infrastructure

component, expected by July 2026.

ool A
ooo
uoo
o0a| 1]

¢

Act is still in draft - subject to
change.

@ USE IN THIS REPORT
Basis for user stories on registration,

access management, interfaces,
authentication, and registry
interaction.

& This report considers 6 standards
(EN 18216, EN 18219- EN 18223)
published May 2026 and 2 draft

standards (prEN 18239, prEN 182486)
published July/August 2025.

Drafts under approval, expected
progress in Q3 2026.

USE IN THIS REPORT

Technical reference to translate
requirements into implementation
aspects; basis for functionality,
interoperability, and test
environment.

- AN J
Figure 2: Summary of Draft Registry Act and JTC 24 Standards

Note: At the time of writing, the Commission Implementing Regulation on the digital
product passport registry (Draft Registry Act) remains in draft form and has not yet been
formally adopted. Its provisions are therefore still subject to change before publication.
For the purposes of this document, the technical and operational rules set out in the
current draft are taken as the authoritative basis for the analysis, and the processes
described in the following user stories are built on the assumption that these draft pro-

visions will apply substantially as currently specified.
. J
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4 OVERVIEW OF DPP ECOSYSTEM

4.1 DPP ARCHITECTURE

In the present context, the term architecture is used in a focused and limited sense.
It refers to the structural organization of the DPP ecosystem, including the main
components involved, the relationships between them, and the way information
flows across the system. It does not address detailed software design, infrastructure
sizing, hosting strategies, or vendor-specific implementation choices. These aspects
remain within the responsibility of the organizations that develop and operate com-
pliant solutions. The purpose of this chapter is to establish the structural perspective
that provides the basis for the following sections.

For the purposes of this document, the analysis begins at the stage where battery
related information is already available in a structured form and can be incorporated
into the DPP ecosystem. The upstream processes through which data is generated,
gathered, or consolidated by suppliers, manufacturers, logistics actors, or recyclers
are not considered here. Instead, the focus lies on the ecosystem that stores, reg-
isters, makes available, protects, and exchanges passport information once that in-
formation can be used in a structured technical form.

DPP as a Combination of Data and System

DPPs can be understood as consisting of two closely connected but distinct ele-
ments: the passport data and the passport system.

The first element is the DPP data, i.e. the actual passport content such as product-
related information, lifecycle-related information, and the identifiers needed to link
the passport to a specific product and to the actors responsible for it. It is the con-
tent that must be stored, displayed, searched, and, where permitted, updated.

The second element is the system that makes this data operational. The system
comprises the technical environment in which the passport is stored, registered, ac-
cessed, and protected. The distinction between data and system is important from
an architectural perspective because it separates the passport content from the
technical environment that manages and provides access to that content.

Core Architectural Components

The DPP system is, thus, not a single central application. It consists of several inter-
acting technical components, each of which fulfils a specific function within the
ecosystem.

The first core component is the operational DPP service. This service hosts the active
version of the passport and provides the technical interface through which passport
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Overview of DPP Ecosystem

data can be accessed, retrieved, and, where permitted, updated. The operational DPP
service is the main access point for the active passport during its lifecycle.

The second core component is the backup service. This component stores a backup
copy of the passport. Its function is not to manage the active lifecycle of the DPP,
but to support continuity, resilience, and long-term availability in cases where the
primary operational service is no longer available.

The third core component is the EC Registry. The EC Registry does not store the full
passport content. Instead, it acts as a central reference and indexing layer. It con-
tains the identifying information needed to register a DPP and make it discoverable
within the wider DPP ecosystem. In this way, the registry supports identification and
discoverability, while the actual passport content remains outside the registry.

The fourth core component is the communication and interface layer. This includes
the APIs through which the different components interact with each other. APIs en-
able structured technical requests and responses, for example to register a passport,
retrieve a passport, access selected data elements, or update information where this
is allowed. The architecture must also support physical or digital access points
through which users can reach the passport information via QR codes. Such access
points are particularly relevant for public access to non-sensitive passport infor-
mation

The fifth core component is the access-control and security layer. This layer governs
which data can be accessed, by whom, and under which conditions. It is therefore
closely connected to authentication, authorization, secure data exchange, and the
distinction between public and controlled passport information.

Communication Logic and APIs

The components of the DPP ecosystem interact through APIs. From an architectural
perspective, this means that communication between system components takes
place through structured technical requests and responses rather than through in-
formal or manual exchange.

These interactions are largely based on identifiers. Requests typically refer to a DPP
identifier, a product identifier, or a path to a particular data element. The response
may then contain the passport, a selected part of the passport data, a list of relevant
identifiers, or a result object indicating the outcome of the request.

In addition to API-based communication, the EC Registry is expected to provide a
web-based user interface. While APls support automated system-to-system interac-
tion, the web interface may support direct human interaction with the EC Registry,
for example for registration-related, administrative, or consultation functions, de-
pending on the final implementation of the registry.

Architectural Implications

The architecture of the DPP ecosystem can therefore be summarized as a decentral-
ized system with a centralized reference layer. The EC Registry supports registration
and discoverability, while the operational passport content is hosted outside the
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Overview of DPP Ecosystem

registry. Backup services support resilience and long-term availability. APIs connect
the components and enable structured interaction across the ecosystem. Access-
control and security mechanisms ensure that public and controlled information are
made available only through appropriate access paths.
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Overview of DPP Ecosystem

4.2 ACTORS AND THEIR ROLES IN DPP SYSTEMS

4.2.1 ACTORS IN DPP SYSTEMS

At the regulatory level, the Battery Regulation assigns different access rights to dif-
ferent actors. It distinguishes between information available to the public, infor-
mation accessible only to authorities and notified bodies, and information available
only to actors with a legitimate interest, such as those involved in repair, remanu-
facturing, second-life use, or recycling.

For this document, however, a purely legal list of stakeholders is not sufficient. Since
the focus is on technical specifications, the actor model must also reflect how par-
ticipants interact with DPP services and access-control mechanisms. Therefore, this
document follows the more implementation-oriented approach of the JTC 24 drafts.

Accordingly, seven actor groups are used: custodians, Backup Service Providers (BSP),
the EC Registry, authorities, regulated base roles, other third parties, and public us-
ers. Custodians include Economic Operators and, where applicable, Main Service
Providers (MSP). The EC Registry is treated as a special actor-like interaction point:
although it is architecturally a central component, DPP systems interact with it
through defined registry functions.

This classification remains aligned with the regulatory framework while providing a
structure better suited for technical design, access-rights modelling, and API inter-
actions.

Custodians

Custodian refers to the actor that operates or controls the active DPP interface for
a product. The custodian is an Economic Operators or a Main Service Provider [8].

The Economic Operator is the primary responsible party in the DPP lifecycle. De-
pending on the legal and product-specific context, this role may include manufac-
turers, importers, distributors, dealers, or other operators responsible for placing a
product on the market. From a technical perspective, the Economic Operator is im-
portant because it is responsible for ensuring that the DPP exists, for storing and
making required data available, and for managing access to the passport in accord-
ance with the applicable rules.

In many practical contexts, Economic Operators may not operate DPP infrastructure
directly. Instead, they may authorize a Main Service Provider to host the passport,
provide the required interfaces, manage the technical availability of the DPP, and
enforce access rights. In such cases, the Main Service Provider acts as a custodian
on behalf of the Economic Operator. However, this operational delegation does not
transfer the overall responsibility for the DPP away from the Economic Operator.

At the same time, the role of the Main Service Provider remains limited to the provi-
sion of the agreed DPP-related services. This limitation is reflected both in the ESPR
and in the Battery Regulation. For the battery passport specifically, Article 78(d) of
the Battery Regulation states that, where battery passport data is stored or otherwise
processed by operators authorized to act on behalf of the Economic Operator
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responsible for the obligations under Article 77(4) or Article 77(7), those operators
may not sell, re-use, or process such data, in whole or in part, beyond what is nec-
essary for providing the relevant storing or processing services. The ESPR follows the
same logic by limiting service providers’ use of DPP data to what is necessary for the
agreed service, unless this has been expressly agreed with the relevant Economic
Operator. This limitation is important for the actor model because it clarifies that
service providers may operate technical functions on behalf of the Economic Oper-
ator, but do not obtain independent rights over the DPP data.

Backup Service Providers

A second group is formed by backup digital product passport service providers. Their
role is to support the availability, continuity, and recoverability of digital product
passport data over the passport lifetime. They are not responsible for the day-to-day
editing of passport data, but for hosting a backup copy of the passport and relevant
historical versions.

The relevance of this role is also reflected in the DPP registration framework. Upon
registration, the Commission verifies, where relevant, the link to the backup hosted
by a digital product passport service provider. In addition, the DPP Registry Entry
foresees metadata such as the identifier of the backup operator.

Although it is not clearly described that battery passports require both backup and
archiving in all cases, this work assumes based on Battery Regulation Art. 78 (e) that
such mechanisms are necessary to prevent loss of access to passport data if the
Economic Operator’s system fails or if the Economic Operator leaves the market.
Therefore, Backup Service Providers are considered essential for resilience and long-
term accessibility of battery passport information.

EC Registry

The third actor is the EC Registry. It represents a special case in the actor model
because it is not an actor in the same sense as an Economic Operator, service pro-
vider, authority, or public user. From an architectural perspective, the EC Registry is
a central technical component of the DPP ecosystem. It does not store the full con-
tent of digital product passports but acts as a reference and indexing layer through
which DPPs are registered and made discoverable.

Nevertheless, the EC Registry is included in the actor model as an actor-like inter-
action point. This is useful for technical modelling because compliant DPP solutions
must communicate with it through defined registry functions, for example when a
new passport is registered or when identifying information is used for discovery pur-
poses.

Its role is therefore limited but central. The EC Registry supports registration, iden-
tification, and discoverability. It does not manage the active passport content and
does not replace the operational DPP service hosted by the responsible custodian.
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Authorities

The fourth actor group are authorities, which interact with the DPP ecosystem mainly
for supervisory, enforcement, and compliance-related purposes. This group may in-
clude market surveillance authorities, customs authorities, notified bodies, and the
European Commission.

From a technical perspective, authorities are relevant because they require trusted
and controlled access to DPP information. Their access may include data that is not
publicly available. Therefore, the system must support secure identification, authen-
tication, authorization, and reliable retrieval of the information required for their of-
ficial tasks.

Regulated Base Roles

The fifth actor group consists of regulated base roles. This category includes actors
whose access rights are linked to formally recognized roles in the battery lifecycle,
such as recyclers or refurbishers. These actors require access to specific controlled,
non-public DPP data in order to perform their respective activities.

The distinguishing feature of this group is that their role and related access rights
are defined through the applicable legal framework and related implementing acts.
Access to the relevant controlled data may therefore be based on the verified role
of the actor, rather than on separate approval by each individual Economic Operator,
provided that the applicable authentication or certification mechanism allows this
role to be reliably verified.

Third Parties

The sixth actor group is formed by other third parties. This category covers actors
whose access rights are not directly defined through a regulated base role. These
actors are also not the primary custodian of the DPP and do not operate the active
passport interface.

Their access is typically limited, contextual, and dependent on permissions granted
by the responsible Economic Operator or custodian. This may include business cus-
tomers, service partners, or other parties that need access to selected DPP infor-
mation for a specific purpose. Unlike regulated base roles, these actors do not au-
tomatically receive access based on a generally recognized legal role. Instead, their
access must be authorized according to the relevant activity, contractual relation-
ship, or permission model.

Public Users

The final actor group is formed by public users. This category covers all users who
access publicly available DPP information without authentication. Although public
users are not always identified as a separate actor group across all standards, they
are relevant for technical implementation because every DPP system must provide
access to public passport data.
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According to prEN 18239, access to public data must be possible for both European
Union (EU) and non-EU actors without additional authentication. The Battery Regu-
lation follows the same logic by distinguishing information intended for the public
from information subject to restricted access. For this reason, unauthenticated read-
ers of public passport information are treated as a separate actor group in this doc-
ument. Public users may access DPP data, for example, by scanning a QR code placed
on the product. Their access is limited to non-sensitive information classified as
public under the applicable delegated acts. They do not receive access to controlled,
confidential, or role-specific data.

Taken together, the actor classification used in this document provides a practical
bridge between regulation and technical implementation. It preserves the meaning
of the legal framework while reorganizing the DPP ecosystem into actor groups that
are suitable for system architecture, access-rights modelling, and API planning. Fig-
ure 3 provides an overview of the main actor categories and their key characteristics
as adopted in this document.

CUSTODIAN
Economic Operators Authorities
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[ {{ Dealers, Authorized Representatives, A Authorities, Customs Authorities,
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Figure 3: Classification of Actors in the DPP Ecosystem

4.2.2 ACCESS RIGHTS MANAGEMENT SYSTEM

The actor categories introduced in Chapter 4.21 serve a functional purpose within
the DPP system. They do not simply describe the participants in the ecosystem but
determine how the system must handle access to information in practice. Each cat-
egory is linked to a defined set of permissions that specifies which data may be
accessed, whether the actor is limited to reading information or may also modify it,
and under which conditions a technical request is accepted or rejected by the sys-
tem. Access rights management therefore forms an essential part of DPP operation.

Its importance can be understood on three levels. First, it is a legal requirement for
the battery passport, since the Battery Regulation, within the broader framework of
the ESPR, requires access to DPP information to be limited according to defined
actor categories. Second, it is a governance tool, because the allocation of access
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rights to specific battery-related data must be determined through the applicable
implementing acts. Third, it is a technical condition for system functionality, because
access rights determine which operations an actor may perform within the DPP sys-
tem and which API requests the system is allowed to process.

The central technical reference in this area is prEN 18239, which defines require-
ments for access rights management, access control, information security, and the
protection of business confidentiality within the DPP ecosystem. For the battery
passport, these requirements must be read together with Article 77(9) of the Battery
Regulation, which requires the Commission to specify which persons are considered
to have a legitimate interest, which information they may access, and to what extent
they may download, share, publish, or re-use it. Access rights management therefore
provides the technical mechanism for implementing these regulatory access rules in
the battery passport system. In this context, the forthcoming implementing act on
Access Rights to Certain Parts of the Battery Passport, for which Commission adop-
tion is planned for Q4 2026, will further specify the regulatory framework and is
therefore expected to play an important role in shaping the practical implementation
of access rights within the battery passport.

Public Data and Controlled Data

A core distinction in access rights management is the distinction between public
data and controlled data. Public data refers to information that can be accessed
without authentication. According to prEN 18239, such access must be possible for
both EU and non-EU actors without additional authentication. This means that mem-
bers of the public, for example users scanning a QR code on a product, may retrieve
this information directly and without authentication. Public data therefore consti-
tutes the openly accessible, read-only part of the passport.

Controlled data, by contrast, may only be accessed by actors whose identity has
been authenticated and whose authorization has been verified. This category typi-
cally includes information that is not intended for unrestricted public access, for
example because it is commercially sensitive, operationally relevant, personal in na-
ture, or could be used to derive sensitive business or usage patterns.

Access rights for such data are not assigned only at the level of the passport as a
whole. Instead, they must be defined for each controlled data element individually
and expressed through controlled vocabularies. As a result, different actor categories
may receive access to different parts of the battery passport depending on their role,
their legal access basis, and the applicable implementing acts.

Figure 4 summarizes the general access logic used in this document. It reflects the
distinction between public and controlled data and shows how actor categories are
linked to different levels of access within the battery passport system.
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Note: It should be noted that this figure summarizes access at actor-category level. In
practice, prEN 18239 requires access rights to be defined for each controlled data ele-
ment. This applies to actors requesting authorized access to controlled data, meaning
that the exact set of readable or writable fields may differ even within the same actor
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4.3 PRODUCT PASSPORT LIFECYCLE APIS

An APl is a defined set of methods that enables one software component to interact
with another. It allows different systems to exchange information in a structured,
predictable, and machine-readable form without requiring either system to under-
stand the internal design of the other. Instead of relying on a person to read infor-
mation in one system and manually transfer it into another, an API allows applica-
tions to request, send, and process data automatically according to a defined proto-
col.

In digital environments, APIs are the standard means of communication between
system components. This is especially important when those components are devel-
oped by different organizations, operated by different actors, or hosted in different
technical environments. A system sends a request with defined inputs, the API per-
forms the required function, and the result is returned in a structured format.

Standard EN 18222 structures this APl landscape into three functional areas: the Life
Cycle API, the Fine Granular Life Cycle API, and the EC Registry API. Together, these
interfaces cover the main technical operations required during the lifecycle of a DPP.
They support the creation and retrieval of passports, their registration in the EC Reg-
istry, and the reading, updating, or deletion of specific content where more detailed
control is needed.

Life Cycle API

The Life Cycle API forms the central functional layer of the DPP system. It is provided
by custodians, meaning Economic Operators or Main Service Providers acting on their
behalf, and, where relevant, by archiving services operated by Backup Service Pro-
viders. The methods in this group support the creation, retrieval, update, and deletion
of complete DPP records (see Table 1).

Table 1: Overview of the Life Cycle APIs according to EN 18222

Method Name HTTP Main Main Function Provided by
Method | Input Output | Description

ReadDPPByld DPP ID Status Returns the EO, MSP, BSP
code, DPP with the (mandatory)
DPP specified DPP
ID
ReadDPPByProductld GET Product ID Status Returns the EO, MSP, BSP
code, current active | (mandatory)
DPP DPP with the
specified
Product ID
ReadDPPIdsByProductlds POST Set of Status Returns a list EO, MSP, BSP
product code, of DPP IDs (mandatory)
IDs, set of matching
optional DPP IDs | Product IDs
limit and

cursor
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Method Name HTTP Y E Main Function Provided by
Method | Input Output | Description

ReadDPPVersioByldAndDate = GET Product ID, Status Returns a DPP = MSP, BSP
timestamp code, version based @ (recommended)
for which DPP on its DPP ID
the DPP is and given EO )
requested date (optional)
CreateDPP POST Complete Status Creates a new = MSP, BSP
DPP pay- code, DPP (recommended)
load DPP ID
UpdateDPPBYyld PATCH DPP ID, Status Partially up- EO, MSP
partial DPP | code, dates an ex- (mandatory)
payload updated  isting DPP
DPP
DeleteDPPByld DELETE DPP ID Status Deletes DPP MSP, BSP
code with the (recommended)
specified DPP
ID

From the perspective of access rights, the READ methods in this APl group are avail-
able to actors who hold the necessary permissions for the requested data. By con-
trast, CreateDPP and UpdateDPPByld are write operations and may only be used by
actors with write authorization. This primarily includes custodians and, where ex-
plicitly permitted, authorized third parties such as actors fulfilling regulated base
roles. DeleteDPPByld is likewise subject to strict access control and is expected to
be used only under defined conditions at the end of the passport’s operational life
by the responsible Economic Operator.

Note: It is assumed that the DeleteDPPByID API is only available to the responsible
Economic Operator. Therefore, only the Economic Operator may initiate or authorize the
deletion of a DPP. This assumption is based on the ESPR, which assigns key DPP re-
sponsibilities to the Economic Operator.

Fine Granular Life Cycle API

The Fine Granular Life Cycle APl complements the main lifecycle interface by ena-
bling interaction with individual data elements within a DPP rather than with the
passport as a whole. This is particularly important because, as discussed in Chapter
4.2.2, access rights may differ at the level of individual controlled data elements.
Where such differentiated permissions apply, fine-granular operations allow author-
ized actors to read or update only the specific part of the passport that falls within
their scope of access. According to EN 18222, these operations may be provided by
custodians or BSP (see Table 2).
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Table 2: Overview of Fine Granular Life Cycle API according to EN 18222

Method Name HTTP Main Input Main Output Function Description
Method

ReadDataElement DPP ID, path to the = Status code, Returns a single data
specific data ele- DataElement element
ment

UpdateDataElement PATCH DPP ID, path to the @ Status code, Updates a specific
specific data ele- updated ele- data element as well
ment, content of ment as amend or remove
data that needs to data element infor-
be updated mation

This interface is especially relevant in lifecycle situations where only selected data
fields need to be changed. By addressing individual elements, it supports efficient
updates while allowing the system to enforce field-level access control. In this way,
it directly reflects the requirement in prEN 18239 that access rights for controlled
data be defined at the level of individual data elements.

EC Registry API

The EC Registry APl has a more limited functional scope, but it plays an essential
structural role within the DPP architecture. It provides the interface through which a
newly created DPP is registered in the EC Registry. For this purpose, EN 18222 defines
the method RegisterProductDPP. This method is provided by the EC Registry server
and returns a Registration ID to the requesting client Economic Operator (see Table
3).

Table 3: Registry APl according to EN 18222

Method Name HTTP Main Input Main Output | Function Description
Method

RegisterProductDPP = POST dppRegistryEntry: Status code, Registers a new DPP in

Registration ID = the EC Registry
¢ Product ID

e DPP ID

e Economic Operator
ID

e Economic Operator
ID of the Backup
provider

e DPP APl end point

The request is initiated by the custodian Economic Operator or by the Main Service
Provider acting on its behalf. The input is provided as a dppRegistryEntry and is lim-
ited to the information required for registration and discoverability. The request
therefore does not contain the full passport content. The Registration ID returned by
the server can subsequently support traceability and enforcement activities by com-
petent authorities and provide proof that the product has been registered.
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Status Codes

Every APl method defined in EN 18222 returns a status code as part of the response.
This code informs the requesting system whether the operation was successful or
failed. If the request was not completed successfully, the response usually also con-
tains a result object with further details that help the requesting system understand
the reason for the failure and respond accordingly.

EN 18222 specifies a standardized set of status codes that represent the main pos-
sible outcomes of an API call. The following table distinguishes between successful
outcomes, client-side errors, and server-side errors, and outlines the meaning of
each code in the context of DPP API interactions (see Table 4).

Table 4: Overview of Status Codes according to EN 18222

Status Code Category Meaning HTTP Sta-
tus Code

Success Success The operation was completed suc- 200
cessfully

SuccessCreated Success A new resource was successfully cre- 201
ated

SuccessAccepted Success The reception of the request was 202
successful

SuccessNoContent Success Success with explicitly no content in 204

the payload

ClientErrorBadRequest Client error The request was malformed or oth- 400
erwise invalid

ClientNotAuthorized Client error Credentials are missing or incorrect 401

ClientForbidden Client error Authorization has been explicitly re- 403
fused

ClientMethodNotAllowed Client error Method request is not allowed 405

ClientErrorResourceNotFound @ Client error The requested DPP or data element 404

does not exist

ClientResourceConflict Client error A conflict occurred, for example be- 409
cause the resource already exists

ServerinternalError Server error An unexpected internal error oc- 500
curred
ServerNotimplemented Server error The server does not support the 501

functionality to fulfil the request

ServerErrorBadGateway Server error | A gateway-related error occurred 502

From a technical perspective, these standardized response codes are important for
two reasons. First, they allow requesting systems to process APl responses in a con-
sistent and automated way across different DPP service providers. Second, they sup-
port traceability and auditability by making access attempts and failed operations
easier to document and evaluate in line with the requirements of prEN 18239.
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4.4 IDENTIFIERS

The DPP framework relies on a structured system of unique identifiers that link phys-
ical products to their digital representations. Identifiers underpin access control, dis-
coverability, enforcement, and trust across the entire DPP ecosystem.

Five identifiers are established by the JTC 24 standards:

Unique Battery Identifier (Battery ID) / Unique Product Identifier (Product
ID)

The Battery ID / Product ID is a unique string of characters that identifies a product
and enables the link to its digital product passport. The product must be connected
through a data carrier to a persistent Uniform Resource Identifier (URI). In the battery
passport context, this access is provided via a QR code linked to the Product ID
assigned to the battery by the Economic Operator. While the Product ID may generally
be issued at three levels of granularity, namely model, batch, or individual item, the
battery passport requires identification at the individual item level.

Unique Battery Passport Identifier (DBP ID) / Unique Digital Product Pass-
port Identifier (DPP ID)

The DBP ID / DPP ID identifies a specific DPP instance. According to EN 18223, it is a
mandatory attribute of each DPP object and consists of a globally unique string of
characters that should be structured as a Uniform Resource Identifier (URI) or Uni-
form Resource Locator (URL).

Uniqgue Economic Operator Identifier (Economic Operator ID)

The Economic Operator ID is a unique string value that links the DPP to the Economic
Operator responsible for it. Where a Backup Service Provider is involved, the corre-
sponding identifier is used to link the DPP to the actor responsible for the backup
function.

Unique Facility Identifier (Facility ID)

The Facility ID is a unique string of characters for the identification of location or
building involved in a product’s value chain or used by actors involved in a product’s
value chain.

Unique Registration Identifier (Registration ID)

The Registration ID is issued once an Economic Operator uploads the necessary
Identifiers needed for registering a DPP with the EC Registry. The EC Registry returns
a unique registration identifier associated with the uploaded data. This identifier
serves as proof of registration.

All identifier types must comply with internationally recognized standards, in partic-
ular the ISO/IEC 15459 series, which governs unique identification systems for prod-
ucts, groupings, and supply chain entities [7].
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From a technical perspective, identifiers are essential for the DPP APIs described in
Section 4.3. They are used to address specific resources in requests and to confirm
created or retrieved resources in responses. A clear understanding of the relevant
identifier types, their scope, and the applicable standards is therefore necessary for
implementing and testing the interaction sequences described in the following user
stories (see Table 5).

Table 5: Identifiers

Identifier
Type

Unique Prod-
uct Identifier

Definition

Unique string identifying a
product and enabling a
web link to its DPP

Role in DPP System

Links physical product to digital passport via data
carrier; required at model, batch, or item level

Unique Digital
Product Pass-
port Identifier

Unique string identifying a
specific DPP instance.

Uniquely identifies a DPP instance within the

backend system; used as the primary input for API
operations including retrieval, update, and deletion of
passport records.

Unique Eco-
nomic Opera-
tor Identifier

Unique string identifying
an actor in a product's
value chain

Required in DPP for manufacturers and other actors;
forms basis for access rights assignment and au-
thentication

Unique Facility
Identifier

Unique string identifying
locations or buildings in a
product's value chain

Included in DPP to trace manufacturing and handling
facilities

Unique Regis-
tration ldenti-
fier

Identifier automatically
issued by the EC Registry
upon DPP registration

Returned to Economic Operator after upload; re-
quired for customs clearance; enables enforcement
access
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4.5 AUTHENTICATION AND AUTHORIZATION FOR API
ACCESS

The previous chapters have shown that the battery passport system distinguishes
between public and controlled data. Public data can be accessed without additional
authentication, whereas controlled data may only be accessed by actors whose iden-
tity and access rights have been verified. For protected API interactions, the system
must therefore answer two different questions: who is making the request, and
whether this actor is allowed to perform the requested action.

In this context, authentication and authorization must be clearly distinguished. Au-
thentication refers to the process of verifying the identity of the requesting actor, for
example an Economic Operator, authority, recycler, repairer, or service provider. Au-
thorization refers to the subsequent decision on what this authenticated actor is
allowed to do. It determines whether the actor may access a specific data element,
whether access is limited to reading, or whether the actor may also create, update,
or modify information. Authentication therefore establishes who the actor is, while
authorization determines what this actor may do within the battery passport system.

At the time of writing, the regulatory and standardization framework does not define
one single mandatory authentication method for all DPP interactions. For this reason,
the present document does not treat a specific mechanism as a final normative
requirement. Instead, it defines an implementation assumption for the user stories
developed in the following chapters. This assumption is based on the origin of the
access right and on the distinction between regulated access and operator-managed
access.

Access rights may arise in different ways. Some actors, such as authorities or actors
fulfilling regulated lifecycle roles, derive their access rights from legal provisions,
implementing acts, or official functions. Other actors, such as service partners or
selected third parties, may receive access from the responsible Economic Operator.
This distinction is relevant because the system must not only verify the identity of
the requester but also determine whether the requester is acting in a role that per-
mits access to the requested data.

Regulated Access

For authorities and actors whose access rights are based on regulated base roles,
authentication must go beyond a simple local user account. The system must be
able to verify that an actor is acting in a recognized role or official capacity. For
example, a recycler requesting controlled end-of-life information or an authority re-
questing restricted compliance information must be identifiable through a trustwor-
thy mechanism that supports role-based or attribute-based verification.

In this context, elDAS-based mechanisms can be considered a plausible implemen-
tation path for trusted identification and regulated access control. Regulation (EU)
2024/1183, adopted on 11 April 2024 and in force since 20 May 2024, amended the
original eIDAS Regulation (EU) No 910/2014, to establish the European Digital Identity
Framework. This reform is commonly referred to as elDAS 2.0. One of its central
elements is the European Digital Identity Wallet, which enables natural and legal
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persons to use trusted electronic identification and electronic attestations of attrib-
utes [12].

These mechanisms can complement identity verification by allowing users to present
verified attributes, such as professional qualifications, public permits, powers of rep-
resentation, mandates, or the authority to act on behalf of a legal person. For DPP
scenarios, this is particularly relevant where access to specific passport data or func-
tions depends on a verified stakeholder role, regulated status, or official mandate.
However, the use of elIDAS-based mechanisms would need to be alighed with the
applicable DPP access rights, sector-specific requirements, and the availability of
authentic sources for the relevant attributes.

Economic Operator-Managed Access

Not all access to controlled DPP data is expected to arise directly from regulated
roles. In some cases, the responsible Economic Operator or a Main Service Provider
acting on its behalf may grant access to selected third parties, such as service part-
ners, suppliers, repair partners, or other actors with a specific operational need.

For these operator-managed access scenarios, token-based mechanisms such as
OAuth 2.0 and OpenID Connect are treated in this document as a suitable imple-
mentation assumption. They allow access to be granted through tokens limited by
scopes, expiry periods, and permissions. This supports the principle of least privilege,
since a third party can be authorized only for the specific operations and data fields
required for its task.

In this model, OpenlID Connect supports the authentication of the user or entity be-
hind the request, while OAuth 2.0 supports the authorization of specific APl opera-
tions. The Economic Operator or its Main Service Provider can therefore authenticate
a third party, issue appropriately scoped tokens, and enforce read-only or read-write
permissions at API level.

Assumptions

The following user stories are based on a differentiated authentication model. eIDAS-
based mechanisms are assumed for authorities and actors whose access rights de-
pend on regulated base roles and official functions. OAuth 2.0 and OpenID Connect
are assumed for third parties whose access is granted and managed by the respon-
sible Economic Operator or by the Main Service Provider acting on its behalf.

These assumptions are used to make the technical interaction scenarios testable
and internally consistent. They should not be understood as a final prescription of
the only permissible authentication mechanisms. If future standards, delegated acts,
or implementing acts define more specific authentication requirements, the as-
sumptions used in this document must be updated accordingly.
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Approach

The methodology applied in this document follows a structured, process-oriented
approach to translating regulatory and technical requirements into testable system
interactions. Starting from the relevant obligations defined in the Battery Regulation,
the ESPR, the Draft Registry Act, and the JTC 24 standards, the analysis identifies
the core business processes that a DPP system must support and breaks them down
into their constituent technical steps. The result is a set of user stories that describe,
in precise but accessible terms, what the system must do, who is involved, and how
interactions between actors and system components are expected to unfold. Each
user story also defines what can go wrong and how correct behavior can be verified,
making the document directly usable as the basis for a test environment.

Business Processes

A business process, in the context of this document, refers to a distinct operational
activity that an actor or group of actors must carry out within the battery passport
lifecycle. Each business process has a defined purpose, a defined set of participants,
and a defined outcome. Business processes form the top-level organizational unit of
the user story structure in Chapter 6. Each chapter section corresponds to one busi-
ness process, which may be further divided into individual user stories where multi-
ple distinct interaction paths exist.

User Stories

A user story describes a specific interaction scenario within a business process from
a technical perspective. In this document, user stories describe the overall interac-
tion flow between all involved actors and system components, rather than the ac-
tions of one individual user. Each user story is self-contained and can be read inde-
pendently, though it may reference modules or concepts defined elsewhere in the
document.

Each user story in Chapter 6 follows a consistent structure composed of the follow-
ing elements.

Overview: Each user story opens with a concise summary of its purpose, and the
scope of the interaction being described. It also states any assumptions that apply
to the scenario.

Actors and Roles: Each user story defines the actors involved in the user story and
their specific role.
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Ordinary Sequence: The ordinary sequence describes the expected technical flow of
interactions between actors and system components when all preconditions are met
and no errors occur. It is written as a step-by-step narrative that follows the module
chain defined for the user story.

Failure scenarios: A failure scenario describes a specific deviation from the ordinary
sequence that a compliant DPP system must be able to prevent or handle correctly.
Failure scenarios are derived directly from the ordinary sequence of a user story by
identifying points at which invalid inputs, missing credentials, system errors, or con-
flicting states could cause the interaction to break down.

Test scenarios: A test scenario defines the conditions under which the system's cor-
rect behavior must be verified. Each test scenario specifies a test objective, the pre-
conditions that must be in place, and the expected outcome that constitutes a pass-
ing result. Test scenarios address both the normal flow and the failure cases, ensur-
ing that the system handles both correctly.

Modules

To ensure consistency across all user stories, the ordinary sequences are composed
from a defined set of reusable modules. Each module represents a self-contained
technical interaction that can appear in multiple user stories and in different posi-
tions within a sequence. The seven modules used in this document are:

Authentication and Authorization: Covers the verification of an actor's identity and
the confirmation of their access rights before any operation is processed.

Registration: Covers the submission of a set of IDs to the EC Registry and the receipt
of the Registration ID with the purpose of registering a DPP.

Create DPP: Transfer DPP data from the EO to the MSP to create a DPP that is sub-
sequently hosted by the MSP.

Read: Covers the retrieval of DPP data, either publicly without authentication (QR
Code Read) or in a controlled manner (Controlled Data Read) following authentication
and authorization.

Update: Covers the modification of one or more data elements within an existing
DPP.

Backup: Covers the creation or update of a backup copy at the Backup Service Pro-
vider following a registration or update operation.

Deletion: Covers the removal of an active DPP from public hosting, including soft
deletion at the Backup Service Provider and notification of the EC Registry.
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6 USER STORIES

This chapter applies the methodology described above to the core business pro-
cesses of the digital battery passport. While the preceding chapters established the
regulatory, architectural, and technical context of the DPP ecosystem, the following
user stories translate this context into concrete interaction scenarios for the DBP. In
total, this chapter presents eight user stories.

Figure 5 provides an overview of the user stories presented in this chapter.

User Story Module Order

Economic Operator places Qutﬂenticat!on i ﬁutor!zation Ey EiPRé.Backu%p >
the Battery on the Market uthentication utorization by egistry
Registration

Authentication & Autorization by MSP - Create DBP >
Authentication & Autorization by BSP - Backup >
Authentication & Autorization by EC Registry >
Registration

Main Service Provider
places the Battery on the
Market

) @ |@®

Reading Public Battery

Read QR Cod
Passport Data ead QR Code

Reading Controlled Battery Authentication & Autorization by EO / MSP - Read

Passport Data Conntrolled Data

Search for Battery Authentication & Autorization by EO / MSP - Read
Passports Controlled Data

Updating of Battery Authentication & Autorization by EO / MSP - Update >
Passport Data Authentication & Autorization by BSP - Backup

Authentication & Autorization by BSP-> Deletion>
Authentication & Autorization by EC Registry >
Registry Notification

Read QR Code - Authentication & Autorization by EO /
MSP - Read Controlled Data - Update - Read
Controlled Data

Deletion of Battery
Passport

End-of-Life and Circularity
Events

©0ee®¢E

_J

Figure 5: List of User Stories

(

Note: The failure and test scenarios presented in this document provide a broad over-
view of potential failure conditions and critical interaction points relevant to the digital
battery passport. The scenarios constitute a superset of what the test environment de-
veloped within the BatteryPass-Ready project will ultimately implement. The test envi-
ronment will cover a prioritized and technically reproducible subset of these scenarios.
Scenarios that depend on physical conditions, on external systems, or on behaviours not
yet fully specified by the still-evolving delegated acts may not be reflected in the im-
plemented tests. The scenarios should therefore be read as an analytical reference for
robust DBP system design, not as a one-to-one specification of the test environment's
coverage.

(& J
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6.1 REGISTER BATTERY AND PLACE IT ON THE MARKET

The placement of a battery on the market is defined as the overarching business
process. Within this business process, three distinct user stories are considered. The
first user story considers the initial onboarding on the registry website and creation
of a profile. The second user story describes the scenario in which the Economic
Operator carries out all required activities independently. The third user story covers
the scenario in which the Main Service Provider acts on behalf of the Economic Op-
erator.

Before a battery can be placed on the market, it must be registered in the EC Registry.
This step represents the starting point of the battery passport lifetime. Within the
scope of this project, no assessment is made regarding how the required data has
been collected. Responsibility for the availability, correctness, and completeness of
the data lies solely with the Economic Operator. It is therefore assumed that all
necessary information is already available, that the digital battery passport has been
fully prepared, and is ready for registration.

Note: The user stories in this chapter are based on the current draft of the Registry Act
and the registry-related assumptions available at the time of writing. Since the final im-
plementation of the EC Registry is expected to become available in mid-July 2026, some
process steps may need to be reviewed and refined accordingly.

6.1.1 REGISTRY ONBOARDING AND ACCESS RIGHTS MANAGEMENT

Overview

This user story describes the one-time onboarding process that must be completed
before the first battery passport registration. It includes authentication and author-
ization of the EO and the MSP in the EC Registry, verification of their identities, and
setup of their registry user profiles. After successful onboarding, the EO can either
register battery passports itself or grant the MSP the access rights required to per-
form registration on its behalf. After this process has been completed, the MSP is
authorized to act on behalf of the EO in subsequent battery passport registration
processes[3].

Actors and Roles

Authentication Pro-
tocol provided by

Responsibilities

Economic Responsible Authenticates with the EC Registry, veri-
Operator Actor / Access | fies its identity, sets up and maintains
Rights Owner its user profile, registers battery pass-

ports directly, or grants access rights to
an MSP acting on its behalf.

Main Service | Service Pro- Authenticates with the EC Registry, veri-
Provider vider fies its identity, sets up and maintains
its user profile, and receives access
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e Authentication Pro-
Responsibilities

tocol provided by

rights from the EO to act on its behalf
during registration.

EC Registry Registration Controls access to registry services, ver- | eIDAS
Authority ifies the identity of the EO and MSP,
supports user profile setup, and records
the access rights granted by the EO to
the MSP.

Ordinary Sequence

The ordinary sequence starts with the authentication of the EO or MSP by the EC
Registry. Actors authenticate with the EC Registry using eIDAS to establish its identity
and obtain access to the registry services.

After successful authentication, the EO/MSP verifies its identity in the EC Registry,
for example through a qualified electronic signature or seal, an electronic identifica-
tion means at assurance level high, or an electronic attestation. Successful verifica-
tion grants the EO/MSP verified status in the registry. The EO/MSP then sets up its
registry user profile and maintains the required profile data.

Once this onboarding has been completed, the EO can register battery passports
directly in later registration processes. If the EO decides to use an MSP for registra-
tion, the MSP must also authenticate with the EC Registry, verify its identity, and set
up its registry user profile. The EO then explicitly grants the MSP the access rights
required to perform battery passport registration on its behalf.

After this setup has been completed, it is assumed that in the following user stories,
the EO/MSP is verified in the EC Registry. For MSP-based registration scenarios, it is
additionally assumed that the MSP is verified and that the EO has granted the MSP
the required access rights.

4 )
Note: This user story defines the prerequisite process for later battery passport regis-

tration scenarios. Failure and alternative scenarios related to onboarding and access-
rights setup, such as failed elDAS authentication, rejected identity verification, incom-
plete profile setup, expired verified status, or missing access rights for the MSP, are not
described separately here. They are considered in the related user stories for placing a
battery on the market directly by the EO and for placing a battery on the market by the
MSP acting on behalf of the EO.
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n AUTHENTICATION & AUTHORIZATION BY EC REGISTRY

EO Authentication Request - Authorization by EC Registry

01 — EC The Economic Operator authenticates with the EC Registry using elDAS to establish its identity.
REGISTRY
EO Authorization Confirmed
EC . X o .
02 The EC Registry confirms authorization for the Economic Operator.
REGISTRY EO gistry P
‘ elDAS session established
MSP Authentication Request - Authorization by EC Registry
03 EC The Main Service Provider authenticates with the EC Registry using elDAS to establish its
~  REGISTRY | identity.
MSP Authorization Confirmed
EC . X . . . .
04 The EC Registry confirms authorization for the Main Service Provider.
REGISTRY MsP gistry

‘ elDAS session established

B} PROFILE SETUP & ACCESS RIGHTS MANAGEMENT

EO - Verify Identity in the EC Registry
The Economic Operator proves his identity with a qualified e-signature or e-seal, an elD at level

05 - REGESTRY 'high’, or an attestation. Successful verification grants 'verified Economic Operator' status for up
to 3 years.
Qualified e-signature / e—seal‘ . ‘ elD level: high ‘ . ‘ Attestation ‘ : ‘ Verified EO status (up to 3 years)
EO - Set Up User Profile
At least one person linked to the account handles profile data. The Economic Operator must
06 N REGT?TRY keep records accurate, complete, and up to date. Profile information is maintained in the EC
Registry account.
Profile data maintained‘ . ‘ At least 1 account holder required
MSP - Verify Identity in the EC Registry
The Main Service Provider proves his identity with a qualified e-signature or e-seal, an eID at
07 N REGE?TRY level 'high’, or an attestation. Successful verification grants ‘verified Economic Operator' status
for up to 3 years.
Qualified e-signature / e-seal‘ . ‘ elD level: high ‘ . ‘ Attestation ‘ ‘ Verified EO status (up to 3 years)
MSP - Set Up User Profile
At least one person linked to the account handles profile data. The Main Service Provider must
08 N REGE?TRY keep records accurate, complete, and up to date. Profile information is maintained in the EC
Registry account.
Profile data maintained‘ . ‘ At least 1 account holder required
Grant Access Rights to MSP
0o . EC The Economic Operator explicitly grants the Main Service Provider the access rights required to

REGISTRY  perform registration on its behalf.

‘ MSP authorized to act on behalf of EO‘ . ‘ EO ID used in MSP submissions‘

Figure 6: Ordinary Sequence "Registry Onboarding and Access Rights Granting"

36 | User Stories from a Technical Perspective BatteryPass-Ready Consortium



User Stories: Place the Battery on the Market

6.1.2 ECONOMIC OPERATOR PLACES THE BATTERY ON THE
MARKET

Overview

This user story describes how a DBP is registered in the EC Registry directly by the
Economic Operator in order to place a battery on the market. It includes authenti-
cation and authorization of the Economic Operator, submission of the registration
request, receipt of the Registration ID, and creation of a backup copy at the Backup
Service Provider.

Assumptions

Economic Operator authentication and authorization are performed by the EC
Registry using the eIDAS framework.

The BSP authenticates the EO using OAuth 2.0.

The battery has not previously been registered, and all required data is avail-
able and complete at the time of registration.

If the EC Registry receives data beyond what is required for the registration
process, the registration request is rejected.

The Registration ID is used to verify that a battery passport has been regis-
tered. It is not part of the DBP itself and is not added to the DBP data after
registration.

The CreateDPP API enables the creation of backup copies of an already existing
DBP with the BSP.

Only the DppRegistryEntry is submitted to the EC Registry during registration.
The full DBP dataset is not transferred to the EC Registry as part of the regis-
tration request.

Actors and Roles

s Authentication Pro-
Responsibilities

tocol provided by

Responsible for the end-to-end Placement
on Market process.
£ . DBP Owner/
conomic Responsible | Prepares and submits the DBP data for reg-
Operator Actor istration and initiates backup creation with
the Backup Service Provider. Receives and
manages the Registration ID
Controls access to registry services, vali-
. Registration dates registration requests, verifies regis-
EC Registry g . . g . d . g elDAS
Authority tration preconditions, registers the DBP,
and issues the Registration ID.
Backup .
. Storage Pro- | Controls access to backup services, creates
Service . oAuth 2.0
. vider and stores backup copy of the DBP.
Provider
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Ordinary Sequence

The EO first authenticates and is authorized by the BSP using OAuth 2.0. After suc-
cessful authentication and authorization, the EO sends the CreateDPP API call to
create a backup copy of the DPP at the BSP. The BSP confirms that the backup copy
has been successfully created and returns the DPP ID to the EO.

Once the backup copy has been created, the EO authenticates and is authorized by
the EC Registry using eIDAS. The EO then submits the registration data either through
the registry web portal or via an API call. In the API-based sequence, the EO sends a
RegisterProductDPP request with the required DppRegistryEntry, including the Prod-
uct ID, DPP ID, Economic Operator ID, Economic Operator ID of the Backup Service
Provider, and DPP APl endpoint.

The EC Registry validates the submitted data package and, if the validation is suc-
cessful, generates and stores a unique Registration ID. The Registration ID is returned
to the EO through the same channel used for registration and serves as confirmation
that the battery passport has been successfully registered. The receipt of this Reg-
istration ID marks the successful completion of the ”Place Battery on the Market”
process.

n AUTHENTICATION & AUTHORIZATION BY BACKUP SERVICE PROVIDER

Authentication Request

The Economic Operator authenticates and is authorized by the Backup Service Provider using

01 ‘ EO ‘ N ‘ BSP ‘ OAuth 2.0 before creating the backup copy. This establishes the permissions required for the

subsequent Create API call.

Authorization Confirmed

The Backup Service Provider confirms authorization. The Economic Operator is now permitted
02
’ BSP ‘ - ’ EO ‘ to create a backup copy of the digital battery passport.

EJ BAckuP copy CREATION

CreateDPP - Create Backup Copy of DBP

‘ The Economic Operator sends the Create API call to create a backup copy of the digital battery

03 E BSP
’ ° ‘ - ’ S passport at the Backup Service Provider.
‘ CreateDPP H Backup required before registration
DBP ID Returned - Backup Confirmed
The Backup Service Provider sends the digital battery passport identifier to the Economic
o« | BSP || EO |

Operator as confirmation that the backup copy was successfully created.

‘ Backup created H DBP ID ‘

n AUTHENTICATION & AUTHORIZATION BY EC REGISTRY

Authentication Request - Authorization by EC Registry

05 N LG The Economic Operator authenticates and is authorized by the EC Registry using eIDAS.
REGISTRY

Authorization Confirmed
EC The EC Registry confirms authorization. The Economic Operator is now permitted to proceed
REGISTRY - with registration actions within the EC Registry.

‘ elDAS session established‘

Figure 7: Ordinary Sequence "EO places the Battery on the Market. Part 1"
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B} recisTrATION

Choose How to Register

The Economic Operator selects the registration channel. Two options are available: a secure

07 & INTERNAL | user interface (Web Portal) or an APl integration. The chosen channel also determines how the

result is returned.

Option A: Web Portal ‘ ‘ Option B: API call | Same channel returns result

Registration via Web Portal
The Economic Operator submits the registration data package via the EC Registry's web portal

07a — e (user interface). The data package must be exactly what is required and must be signed with a
REGISTRY

qualified e-signature or e-seal.

Web Portal ‘ ‘ Qualified e-signature / seal

RegisterProductDPP - DBP Registration Request
The Economic Operator sends an APl POST call to RegisterProductDPP with the input
parameter DppRegistryEntry.

EC
- REGISTRY ‘ POST RegisterProductDPP‘ . ‘ uniqueProdu:tldentifier‘ - ‘ digitalProductPassportld‘ -

‘ uniqueEconomicOperatorldentifiel* . ‘ uniqueEOIdentifierBackupOperator‘ . ‘ dppApiEndpoint ‘ .

‘ Qualified e-signature / e-seal‘

Automatic Validation - Five Checks
The EC Registry checks the submitted data package automatically.

08 INTERNAL (61 REGEI;:TRY ‘ 1. Mandatory data complete and vali4 ‘ 2. Correct granularity Ievel‘
‘ 3. Commodity code valid (where relevant* ‘ 4. Back-up link resolves DBP‘
‘ 5. Valid qualified signature / seal‘
Registration ID Generated and Stored
EC The EC Registry generates and stores a unique, persistent registration identifier. The following

09 INTERNAL . . . . . o
c REGISTRY | registration data is stored alongside the identifier.

‘ Registration ID is generated‘ . ‘ Registration data stored

Registration ID Returned to EO
10 EC . The unique registration identifier is returned automatically through the same channel used to
REGISTRY submit the registration.
Obtain Proof of Registration - Sealed Electronic Document
EC Optionally, the Economic Operator may obtain a proof of registration: a sealed electronic
" - REGISTRY  document with a qualified seal and timestamp. Available for 90 days.

Optional - ‘ Qualified seal + timestamp‘ - Available 90 days

Figure 8: Ordinary Sequence "EO places the Battery on the Market. Part 2"

Failure Scenarios

The following table summarizes the failure scenarios derived from the ordinary se-
quence of this user story. The ID column provides a unique reference for each failure
scenario. The category column groups the scenarios according to the affected aspect
of the process. The failure scenario column describes the deviation from the ex-
pected process flow that the DPP system must prevent or handle correctly.

ID Category Failure Scenario

Registration request is processed although required fields in

FS-Input-001 Input Validation DppRegistryEntry are missing

Registration request is processed although fields in DppRegis-

FS-I t-002 | Vali i
S-Input-00 nput Validation tryEntry are malformed or invalid
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ID Category Failure Scenario

FS-RegAuth- Registry Authen- | EC Registry processes a registry action although the EO is not
001 tication authenticated via eIDAS

FS-RegAuth- Registry Authen- | EC Registry accepts invalid, expired, revoked, malformed, or
002 tication untrusted elDAS-based identity evidence for the EO.
FS-RegAuth- Registry Author- | EC Registry grants registry access to an actor who is not au-
003 ization thorized to act as the EO

FS-RegVer-001

Registry Verifi-
cation

EC Registry allows an authenticated but unverified EO to per-
form registry actions

FS-RegVer-002

Registry Verifi-
cation

EC Registry accepts EO identity verification although the pro-
vided qualified e-signature, e-seal, elD, or attestation is miss-
ing or invalid

FS-RegVer-003

Registry Verifi-
cation

EC Registry rejects EO identity verification although valid veri-
fication evidence is provided

FS-RegVer-004

Registry Verifi-
cation

EC Registry does not recognize the EO as verified although the
verified EO status is still within its valid three-year period

FS-RegVer-005

Registry Verifi-
cation

EC Registry still treats the EO as verified although the verified
EO status has expired

FS-RegProf- . . EO profile setup is accepted although required profile or ac-
Registry Profile . Lo .

001 count holder information is missing

FS-RegProf- Resgistry Profile EO profile data is not correctly stored, updated, or associated

002 gistry with the verified EO

FS-BspAuth- BSP Authentica- | BSP processes backup creation although the EO is not au-

001 tion thenticated via OAuth 2.0

FS-BspAuth- BSP Authentica- | BSP accepts invalid, expired, revoked, or malformed OAuth 2.0

002 tion token

FS-BspAuth- BSP Authoriza-

P . Unauthorized EO is able to create a backup copy

003 tion
EC Registry rejects a valid registration request although all

FS-Reg-001 Registration preconditions are fulfilled, and the battery has not been regis-
tered previously

FS-Reg-002 Registration EC Registry acc?epts registr.ation although the battery has al-
ready been registered previously
Same registration request is processed twice, creating dupli-

FS-Reg-003 Registration g . a P g cup
cate registrations
Excessive data fields are accepted beyond what the DppReg-

FS-Reg-004 Registration . X v I . P 4 W PPReg
istryEntry schema permits

FS-Gran-001 Granularity EC Registry zflccepts registratio.n although the referenced DBP
data has an incorrect granularity level

ES-Endp-001 DPP API End- EC Registry accepts registration although the DPP APl end-

P point point is missing, invalid, or unreachable
ES-EG-001 Economic Oper- | EC Registry accepts registration although the EO ID is missing,

ator Identifier

invalid, or does not match the authenticated EO
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ID Category Failure Scenario
FS-Bck-001 Backup !\/Iand.atory backup copy is not created before EC Registry reg-
istration
FS-Bck-002 Backup BSP returns success although the backup copy was not actu-
ally created
FS-Bck-003 Backup Wrong DBP dataset is stored as backup copy
FS-Bck-004 Backup DBP ID is not returned after successful backup creation
FS-Bck-005 Backup Wrong DBP ID is returned as backup confirmation
ES-Bck-006 Backup Dupli.cate backup copies are created for the same backup
creation request
EC Registry accepts registration although the backup link is
FS-Bck-007 Backup Link - Registry accepts registratl ug up tink
missing, invalid, or cannot be resolved
Back DPP
up / Backup copy is created although required battery data inside
FS-Bck-008 Data Complete- . [
the DBP dataset is incomplete or missing
ness
FS-ID-001 Identifier Registration ID is not returned after successful registration
FS-1D-002 Identifier Wrong Registration ID is returned for the registered DBP
FS-ID-003 Identifier Non-unique Registration ID is issued
FS-Channel- Registration result is returned through the wrong channel in-
Result Channel o
001 stead of the channel used for submission

FS-Proof-001

Proof of Regis-
tration

Proof of registration is not available although less than 90
days have passed since successful registration

FS-Proof-002

Proof of Regis-
tration

Proof of registration remains available although the 90-day
availability period has expired

FS-Resub-001

Resubmission

Rejected registration request creates a partial registration alt-
hough no registration should be issued before all validation
checks pass

FS-Sys-001

System / Audit
Trail

Audit trail is missing or records the wrong actor, timestamp,
request, or outcome for backup or registration steps

Test Scenarios

The following table presents the test scenarios derived from the identified failure

scenarios. The test scenario column names the case to be verified, while the objec-
tive column explains the purpose of the test. The preconditions column defines the

conditions that must be fulfilled before the test is executed. The expected result

column describes the system behavior required for a successful test outcome, and
the related failure scenario column links the test to the corresponding failure sce-

narios.
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Objective

Preconditions

Expected
Result

Related Failure
Scenario

EO authentica-
tion, verification,
and profile setup
are completed

Verify that the
EO can authen-
ticate with the
EC Registry,

EO has valid
elDAS credentials;
valid verification
evidence is availa-

EO is authenti-
cated, verified,
and associated
with a correctly

FS-RegVer-003,
FS-RegVer-004,
FS-RegProf-002

successfully complete iden- ble; required pro- | stored Registry

tity verification, file and account profile; verified

and set up a holder infor- EO status is rec-

valid profile mation is pro- ognized as valid

vided

Mandatory Verify that the Required battery Backup copy is FS-Bck-001,
backup copy is DBP dataset is data is complete; | created for the FS-Bck-002,
created before EC | complete and EO is authenti- correct DBP da- FS-Bck-003,
Registry registra- that a correct cated and author- | taset; BSP returns | FS-Bck-004,
tion backup copy is ized by the BSP; the correct DBP FS-Bck-005,

created before DBP dataset is ID; exactly one in- | FS-Bck-008

EC Registry reg- | available tended backup

istration copy exists
Valid EC Registry Verify that a Battery has not EC Registry ac- FS-Reg-001,
registration re- valid registration | been registered cepts the request, | FS-1D-001,
quest is accepted | request is ac- before; backup registers the DBP, | FS-ID-002,

cepted when all | copy exists; returns exactly FS-1D-003,

preconditions
are fulfilled

DppRegistryEntry
is complete and
valid; EO is au-
thenticated, veri-
fied, and author-
ized; valid signa-
ture/seal is pro-
vided

one correct and
unique Registra-
tion ID through
the correct chan-
nel, and the Reg-
istration ID can
be used for later
reference

FS-Channel-001

Proof of registra-
tion is available
within the 90-day
period

Verify that the
optional proof of
registration can
be obtained
during its valid
availability pe-
riod

Registration was
successful; less
than 90 days have
passed since reg-
istration

Proof of registra-
tion is available
and can be re-
trieved within the
90-day availability
period

FS-Proof-001

Audit trail is cre- Verify that all EO performs au- Audit trail records | FS-Sys-001
ated for success- relevant process | thentication, the correct actor,
ful registration steps are trace- | backup creation, timestamp, re-
and backup pro- able Registry registra- quest, outcome,
cess tion, and receives | DBP ID, and Reg-
the Registration istration ID where
ID applicable
Registration re- Verify that the Registration re- Request is re- FS-Input-001,
quest with miss- EC Registry does | quest is submit- jected; no DBP is FS-Input-002

ing or invalid
DppRegistryEntry
fields is rejected

not process in-
complete or
malformed reg-
istration input

ted with missing,
malformed, or in-
valid fields in

DppRegistryEntry

registered; no
Registration ID is
issued
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Test Scenario

Objective

Preconditions

Expected
Result

Related Failure
Scenario

Unauthenticated
or invalidly au-
thenticated EC
Registry action is
rejected

Verify that EC
Registry actions
cannot be pro-
cessed without
valid elDAS au-
thentication

EO submits a reg-
istry action with-
out authentica-
tion or with inva-
lid, expired, re-
voked, or mal-
formed elDAS au-
thentication

Request is re-
jected; no registry
action is pro-
cessed

FS-RegAuth-001,
FS-RegAuth-002

Unauthorized ac-
tor cannot act as
the EO in the EC
Registry

Verify that only
an actor author-
ized to act as
the EO may per-
form registry
actions

Actor is authenti-
cated but not au-
thorized to act as
the EO

Registry access is
denied; no regis-
tration or registry
action is per-
formed

FS-RegAuth-003

Authenticated but
unverified EO
cannot perform
registry actions

Verify that el-
DAS authentica-
tion alone is not
sufficient and
that verified EO
status is re-
quired

EO is authenti-
cated via elDAS
but is not verified,
or verified EO sta-
tus has expired

Registry action is
rejected; no regis-
tration action is
processed

FS-RegVer-001,
FS-RegVer-005

Invalid EO verifi-
cation evidence is
rejected

Verify that EO
identity verifica-
tion requires
valid verification
evidence

EO submits miss-
ing, invalid, or un-
verifiable quali-
fied e-signature,
e-seal, elD, or at-
testation

EO verification is
rejected; verified
EO status is not
granted

FS-RegVer-002

Invalid or incom-
plete EO profile
setup is rejected

Verify that EO

profile setup re-
quires complete
and valid profile

EO attempts to
set up a profile
with missing pro-
file or account

Profile setup is
rejected or re-
mains incom-
plete; EO profile

FS-RegProf-001

information holder infor- is not accepted
mation as valid
Unauthenticated Verify that EO sends a Request is re- FS-BspAuth-001,

or invalidly au-
thenticated BSP
backup request is
rejected

backup creation
cannot be pro-
cessed without
valid OAuth 2.0
authentication

backup creation
request without
authentication or
with invalid, ex-
pired, revoked, or
malformed OAuth
2.0 token

jected; no backup
copy is created;
no DBP ID is re-
turned

FS-BspAuth-002

Unauthorized EO
cannot create a
backup copy

Verify that only
an authorized
EO may create
the backup copy

EO is not author-
ized to create a
backup copy but
calls the BSP Cre-
ate API

Request is re-
jected; no backup
copy is created

FS-BspAuth-003

Duplicate regis-
tration is

Verify that the
same battery or
same registra-
tion request

Battery has al-
ready been regis-
tered, or the
same registration

Request is re-
jected or handled
idempotently; no
duplicate

FS-Reg-002,
FS-Reg-003
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Test Scenario

Objective

Preconditions

Expected
Result

Related Failure
Scenario

prevented or han-
dled idempotently

cannot create
duplicate regis-
trations

request is sub-
mitted more than
once

registration and
no duplicate Reg-
istration ID are
created

Audit trail records
correct actor and
process steps

Verify traceabil-
ity of authenti-
cation, registra-
tion, and backup
creation

EO performs the
full process or a
failure occurs in
one step

Audit trail records
correct actor,
timestamps, re-
quest, outcome,
Registration ID,
and DBP ID where
applicable

FS-Sys-001

Note: Some of the test scenarios described in this document may not be implemented
within the scope of the test environment currently being developed. This applies in par-
ticular to scenarios that depend on functions or controls expected to be implemented
by the EC Registry. These scenarios are nevertheless included in this document to pro-
vide a complete overview of potential failure scenarios within the overall DPP system
and to clarify their relevance for end-to-end system validation.
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6.1.3 MAIN SERVICE PROVIDER PLACES THE BATTERY ON THE

MARKET

Overview

This user story describes how a DBP is registered in the EC Registry when the MSP
acts on behalf of the EO in order to place a battery on the market. It includes transfer
of the DBP data to the MSP, registration of the battery in the EC Registry, communi-
cation of the registration result to the EO, and creation of a backup copy at the BSP.

Assumptions

User authentication and authorization are performed by the EC Registry using
the eIDAS framework.

The MSP authenticates the EO using OAuth 2.0.

The BSP authenticates the EO and the MSP using OAuth 2.0.

The battery has not previously been registered, and all required data is avail-
able and complete at the time of registration.

The Registration ID is used exclusively to verify that a battery passport has
been registered. It is not part of the DPP itself and is not added to the DBP
data after registration.

If the EC Registry receives data beyond what is required for the registration
process, the registration request is rejected.

The Create APl between the EO and the MSP is used to create a DBP if the
MSP acts on behalf of the EO.

The Create APl between the MSP and the BSP is used as a lifecycle API to
create backup copies of the DBP.

Only the DppRegistryEntry is submitted to the EC Registry during registration.
The full DBP dataset is not transferred to the EC Registry as part of the regis-
tration request.

Actors and Roles

s Authentication Pro-
Responsibilities

tocol provided by

DBP Owner/ Remains legally responsible for the DBP
Economic Legally Re- data. Provides the DBP data to the MSP, re-
Operator sponsible ceives confirmation of DBP creation and
Party registration.
Acts on behalf of the EO. Receives and
Main Ser- . stores the DBP data, performs the registra-
. Service Pro- . . . .
vice Pro- . tion with the EC Registry, informs the EO of | OAuth 2.0
vider vider the registration result, and initiates backup
creation.
Controls access to registry services, vali-
EC Registry Registr‘ation dat?s registratio‘rj request, verifies regis- cIDAS
Authority tration preconditions, registers the DBP,
and issues the Registration ID.
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Authentication Pro-

Actor Responsibilities .
P tocol provided by
Backup .
. Storage Pro- Controls access to backup services, creates
Service . OAuth 2.0
Provider vider and stores the backup copy of the DBP.

Ordinary Sequence

The EO first authenticates and is authorized by the MSP using OAuth 2.0. After suc-
cessful authentication and authorization, the EO sends the CreateDPP API call with
the compiled DBP data to the MSP. The MSP stores the data, creates the DBP on its
server, and returns the DPP ID to the EO as initial confirmation. At this stage, the
DBP has been created, but EC Registry registration is still pending.

The MSP then creates the mandatory backup copy on behalf of the EO. For this pur-
pose, the MSP authenticates and is authorized by the BSP using OAuth 2.0. After
authorization has been confirmed, the MSP sends the CreateDPP API call to the BSP
to create the backup copy of the DBP. The BSP confirms that the backup copy has
been successfully created and returns the DPP ID to the MSP.

Once the backup copy has been created, the MSP authenticates and is authorized
by the EC Registry using eIDAS. The MSP then selects the registration channel, either
the registry web portal or the API. In the API-based sequence, the MSP sends a Reg-
isterProductDPP request with the required DppRegistryEntry, including the Product
ID, DPP ID, Economic Operator ID, backup operator ID, DPP APl endpoint, and qualified
signature or seal. The registration package uses the EO identifiers, not the MSP iden-
tifiers.

The EC Registry validates the submitted data package and, if the validation is suc-
cessful, generates and stores a unique Registration ID. The Registration ID is returned
to the MSP through the same channel used for registration and serves as confirma-
tion that the battery passport has been successfully registered. The MSP forwards
the registration confirmation and the Registration ID to the EO. The receipt of this
Registration ID marks the successful completion of the “Place battery on Market”
process. Optionally, the MSP may obtain a sealed electronic proof of registration from
the registry.
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n AUTHENTICATION & AUTHORIZATION BY MAIN SERVICE PROVIDER

Authentication Request - Authorization by MSP

‘ The Economic Operator authenticates and is authorized by the Main Service Provider using

01
k0 |~ ws OAuth 2.0.
Authorization Confirmed
The Main Service Provider confirms authorization. The Economic Operator is now permitted to
2z | MsP | o | EO |

submit digital battery passport data to the Main Service Provider.

E CREATE DIGITAL BATTERY PASSPORT

CreateDPP - DBP Data Submitted to MSP
The Economic Operator sends the Create API call with the compiled digital battery passport

03 ‘ EO ‘ N ‘ MSP ‘ data to the Main Service Provider. The Main Service Provider stores the data and creates the

digital battery passport on its server.

CreateDPP

DBP ID Returned - Creation Confirmation

The Main Service Provider sends the digital battery passport identifier to the Economic

04 MSP ‘ N ‘ EO ‘ Operator as confirmation that the digital battery passport data has been received and passport

has been created. EC Registry registration has not yet taken place.

‘ DBP ID H Registration pending

n AUTHENTICATION & AUTHORIZATION BY BACKUP SERVICE PROVIDER

Authentication Request - Authorization by BSP
The Main Service Provider authenticates and is authorized by the Backup Service Provider using

05 ‘ MSP ‘ N ‘ BSP ‘ OAuth 2.0 to create a backup copy of the digital battery passport on behalf of the Economic

Operator.

Authorization Confirmed

The Backup Service Provider confirms authorization. The Main Service Provider is now
o6 | BSP | o | Msp |

permitted to create a backup copy of the digital battery passport.

B} BACKUP COPY CREATION

CreateDPP - Create Backup Copy of DBP

The Main Service Provider sends the Create API call to create the backup copy of the digital

07
’ MsP ‘ - ’ BSP battery passport at the Backup Service Provider on behalf of the Economic Operator.
‘ CreateDPP H Backup required before registration
DBP ID Returned - Backup Confirmed
The Backup Service Provider sends the digital battery passport identifier to the Main Service
¢ | BSP | | Msp |

Provider as confirmation that the backup copy was successfully created.

‘ Backup created H DBP ID ‘

Figure 9: Ordinary Sequence "MSP places the Battery on the Market. Part 1"
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H AUTHENTICATION & AUTHORIZATION BY EC REGISTRY

EC
o [ wse
_ — | REGISTRY

T
10

B recisTrATION

EC
11,
@ — | REGISTRY

EC
_ ~ | REGISTRY

2 BORETETE C REGE;:TRY
13 | INTERNAL REGEETRY

T
14

15 MSP

EC
16
— | REGISTRY

MSP Authentication Request - Authorization by EC Registry
The Main Service Provider authenticates with the EC Registry using elDAS to establish its
identity as the entity acting on behalf of the Economic Operator.

MSP Authorization Confirmed
The EC Registry confirms authorization for the Main Service Provider. The Main Service Provider
is now permitted to proceed with registration actions within the EC Registry.

‘ elDAS session established

Choose How to Register
The Main Service Provider selects the registration channel and acts on behalf of the Economic
Operator. Two options are available: a secure user interface (Web Portal) or an APl integration.

The chosen channel also determines how the result is returned.

Option A: Web Portal H Option B: API call| Same channel returns result

Registration via Web Portal

The Main Service Provider submits the registration data package via the EC Registry's web
portal (user interface). The data package must be exactly what is required and must be signed
with a qualified e-signature or e-seal. The Economic Operator identifier and the Economic
Operator URI refer to the responsible Economic Operator, not to the Main Service Provider.

‘ Web Portal ‘ . ‘ Qualified e-signature / seal‘ . ‘ EO ID and EO URI

RegisterProductDPP - DBP Registration Request
The Main Service Provider sends an AP| POST call to RegisterProductDPP with the input
parameter DppRegistryEntry. Economic Operator identifiers are used for the registration

package, not Main Service Provider identifiers.

‘ POST RegisterProductDPP‘ . ‘ uniqueProductIdentifier‘ . ‘ digitaIProductPassportId‘ .

‘ uniqueEconomicOperatorIdentifier‘ : ‘ uniqueEOIdentifierBackupOperator‘ . ‘ dppApiEndpoint ‘ :

‘ Qualified e-signature / e-seal‘

Automatic Validation - Five Checks
The EC Registry checks the submitted registration data package automatically.

‘ 1. Mandatory data complete and semantinH 2. Correct granularity Ievel‘ ‘ 3. Commodity code valid

‘ 4. Back-up link resolves H 5. Valid qualified signature / seal

Registration ID Generated and Stored
The EC Registry generates and stores a unique, persistent registration identifier together with
the related registration data.

‘ Registration ID generated‘ ‘ Registration data stored

Registration ID Returned to MSP
The unique registration identifier is returned automatically through the same channel used to
submit the registration.

MSP Informs EO - Battery Successfully Registered
The Main Service Provider forwards the registration confirmation to the Economic Operator
and informs him that the battery has been successfully registered in the EC Registry.

‘ EO informed of successful registration‘ . ‘ Registration ID forwarded to EO

Obtain Proof of Registration - Sealed Electronic Document
Optionally, the Main Service Provider may obtain a proof of registration: a sealed electronic
document with a qualified seal and timestamp. Available for 90 days.

Optional - ‘ Qualified seal + timestamp‘ - Available 90 days

Figure 10: Ordinary Sequence "MSP places the Battery on the Market. Part 2"
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Failure Scenarios

The following table summarizes the failure scenarios derived from the ordinary se-
quence of this user story. The ID column provides a unique reference for each failure
scenario. The category column groups the scenarios according to the affected aspect
of the process. The failure scenario column describes the deviation from the ex-
pected process flow that the DPP system must prevent or handle correctly.

ID Category Failure Scenario
FS-HndAuth- Handoff Authen- | MSP processes the DBP handoff request although the EO is
001 tication not authenticated via OAuth 2.0
FS-HndAuth- Handoff Authen- | MSP accepts invalid, expired, revoked, or malformed OAuth
002 tication 2.0 token from the EO
FS-HndAuth- !—lan.doff Author- Unauthorized EO is able to hand over DBP data to the MSP
003 ization
ES—Crt-001 DPP Creation on | Valid DBP handoff request is rejected despite sufficient per-
MSP Server missions and complete data
DPP Creation on .
FS-Crt-002 I MSP stores incomplete or corrupted DBP data after handoff
MSP Server
FS-Crt-003 DPP Creation on | MSP creates the DBP on its server for the wrong battery or
MSP Server wrong EO
ES-Crt-004 DPP Creation on | DBP ID is not returned after successful DBP creation on the
MSP Server MSP server
DPP Creation on
FS-Crt-005 Wrong DBP ID is returned as initial confirmation
MSP Server
ES-Crt-006 DPP Creation on | Same DBP handoff request is processed twice, creating dupli-
MSP Server cate DBP instances on the MSP server
FS-BspAuth- BSP Authentica- | BSP processes backup creation although the MSP is not au-
001 tion thenticated via OAuth 2.0
FS-BspAuth- BSP Authentica- | BSP accepts invalid, expired, revoked, or malformed OAuth 2.0
002 tion token from the MSP
FS-BspAuth- BSP Authoriza-
AU . Y 'z Unauthorized MSP is able to create a backup copy
003 tion
Mandatory backup copy is not created before EC Registry reg-
FS-Bck-001 Backup . - y P copy gistry reg
istration
BSP returns success although the backup copy was not actu-
FS-Bck-002 Backup g P copy
ally created
FS-Bck-003 Backup Wrong DBP dataset is stored as backup copy
FS-Bck-004 Backup DBP ID is not returned after successful backup creation
FS-Bck-005 Backup Wrong DBP ID is returned as backup confirmation
Same backup creation request is processed twice, creatin
FS-Bck-006 Backup up lon requestis p Wi ng

duplicate backup copies
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ID Category Failure Scenario
EC Registry accepts registration although the backup link is
FS-Bck-007 Backup Link > Registry accepts registratl ug up ik
missing, invalid, or cannot be resolved
Back DPP
up / Backup copy is created although required battery data inside
FS-Bck-008 Data Complete- . o
the DBP dataset is incomplete or missing
ness
FS-RegAuth- Registry Authen- | EC Registry processes a registry action although the MSP is
001 tication not authenticated via elDAS
FS-RegAuth- Registry Authen- | EC Registry accepts invalid, expired, revoked, or malformed
002 tication elDAS authentication for the MSP
FS-RegAuth- Registry Author- | EC Registry grants registry access to an actor who is not au-
003 ization thorized to act as the EO

FS-RegVer-001

Registry Verifi-
cation

EC Registry allows an authenticated but unverified MSP to
perform registry actions

FS-RegVer-002

Registry Verifi-
cation

EC Registry accepts MSP identity verification although the
provided qualified e-signature, e-seal, elD, or attestation is
missing or invalid

FS-RegVer-003

Registry Verifi-
cation

EC Registry rejects MSP identity verification although valid
verification evidence is provided

FS-RegVer-004

Registry Verifi-
cation

EC Registry does not recognize the MSP as verified although
the verified status is still within its valid three-year period

FS-RegVer-005

Registry Verifi-
cation

EC Registry still treats the MSP as verified although the veri-
fied status has expired

FS-RegProf- Registry Profile MSP profile S(.atup is ac.:cep.)ted.alt.hough required profile or ac-
001 count holder information is missing
FS-RegProf- Resgistry Profile MSP profile data is not correctly stored, updated, or associ-
002 gistry ated with the verified MSP
ES-Del-001 Delegation / Au- | EC Registry processes registration although the EO has not
thorization granted the MSP the right to act on its behalf
Delegation / Au- | EC Registry processes registration although the MSP’s dele-
FS-Del-002 N . . . .
thorization gated rights are expired, revoked, or invalid
Delegation / EC Registry accepts registration although the MSP uses its
FS-Del-003 e . e . Lo
Identifier Use own identifier instead of the EO identifier
Delegation / EC Registry accepts registration although the EO ID or EO-re-
FS-Del-004 g . lated endpoint does not belong to the EO on whose behalf the
Identifier Use
MSP acts
FS-Input-001 Input Validation Registra.tion request is ;.)ro.cessed although required fields in
DppRegistryEntry are missing
FS-Input-002 Input Validation Registration request is pro?esse?d although fields in DppRegis-
tryEntry are malformed or invalid
EC Registry rejects a valid registration request submitted by
FS-Reg-001 Registration the MSP although all preconditions are fulfilled and the bat-

tery has not been registered previously
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ID Category Failure Scenario
EC Registry accepts registration although the battery has al-
FS-Reg-002 Registration gistry . P g . ! ug y
ready been registered previously
Same registration request is processed twice, creating dupli-
FS-Reg-003 Registration .gl . I qu s P Wi Ing dupt
cate registrations
Excessive data fields are accepted beyond what the DppReg-
FS-Reg-004 Registration . . P y PPReg
istryEntry schema permits
EC Registry returns success although the DBP was not actu-
FS-Reg-005 Registration gl, y retu . ug W Y
ally registered
Registration request submitted by the MSP is accepted alt-
FS-Sig-001 Signature / Seal | hough the required qualified e-signature or e-seal is missing,
invalid, or cannot be verified
EC Registry accepts registration although the referenced DBP
FS-Gran-001 Granularity gistry . P g . &
data has an incorrect granularity level
ES-Endp-001 DPP API End- EC Registry accepts registration although the DPP APl end-
P point point is missing, invalid, or unreachable
FS-ID-001 Identifier Registration ID is not returned after successful registration
FS-1D-002 Identifier Wrong Registration ID is returned for the registered DBP
FS-1D-003 Identifier Duplicate or non-unique Registration ID is issued
FS-Channel- Registration result is returned through the wrong channel in-
Result Channel s
001 stead of the channel used for submission

FS-Proof-001

Proof of Regis-
tration

Proof of registration is not available although less than 90
days have passed since successful registration

FS-Proof-002

Proof of Regis-
tration

Proof of registration remains available although the 90-day
availability period has expired

FS-Notify-001

Notification to
EO

MSP does not inform the EO after successful registration

FS-Notify-002

Notification to
EO

MSP forwards an incorrect Registration ID or incorrect regis-
tration confirmation to the EO

FS-Resub-001

Resubmission

Rejected registration request creates a partial registration alt-
hough no registration should be issued before all validation
checks pass

FS-Sys-001

System / Audit
Trail

Audit trail is missing or records the wrong actor, timestamp,
request, outcome, DPP ID, or Registration ID for handoff,
backup, registration, notification, or identifier issuance steps

Test Scenarios

The following table presents the test scenarios derived from the identified failure
scenarios. The test scenario column names the case to be verified, while the objec-
tive column explains the purpose of the test. The preconditions column defines the
conditions that must be fulfilled before the test is executed. The expected result
column describes the system behavior required for a successful test outcome, and
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the related failure scenario column links the test to the corresponding failure sce-

narios.

Test Scenario

Objective

Preconditions

Expected
Result

Related Fail-
ure Scenario

is authenticated,
verified, and au-
thorized to act
on behalf of the
EO

channel

Valid DBP Verify that a valid EO is authenti- MSP accepts the FS-Crt-001,
handoff to MSP DBP handoff re- cated and au- handoff, stores the FS-Crt-004,
is accepted and | quest is accepted, thorized by the complete and un- FS-Crt-005
processed cor- stored correctly, MSP; DBP data changed DBP da-
rectly and confirmed with | is complete and | taset, creates the
the correct DBP ID valid; battery DBP for the correct
and EO data are | battery and EO, and
correct returns exactly one
correct DBP ID
Mandatory Verify that the MSP | DBP has been Backup copy is cre- FS-Bck-001,
backup copy is creates a valid created on the ated for the correct FS-Bck-002,
created before backup copy before | MSP server; MSP | DBP dataset before FS-Bck-003,
EC Registry reg- | submitting the EC is authenticated | EC Registry registra- FS-Bck-004,
istration Registry registration | and authorized tion; BSP returns the | FS-Bck-005,
request by the BSP; DBP | correct DBP ID as FS-Bck-008
dataset is com- | backup confirmation
plete and valid
MSP authentica- | Verify that the MSP | MSP provides EC Registry authenti- | FS-RegVer-
tion, verification, | can be authenti- valid elDAS au- cates the MSP, rec- 003, FS-
and profile cated, verified, and thentication and | ognizes it as verified, | RegVer-004,
setup com- correctly associ- valid verification | stores the MSP pro- FS-RegProf-
pleted success- | ated with its EC evidence; re- file correctly, and as- | 002
fully Registry profile quired profile sociates it with the
and account verified MSP
holder infor-
mation is com-
plete
Valid delegation | Verify that the MSP | EO is authenti- EC Registry recog- FS-Del-001,
from EO to MSP | is allowed to act on | cated and au- nizes the MSP as au- | FS-Del-002
is recognized by | behalf of the EO thorized to grant | thorized to act on
the EC Registry only when valid rights; MSP is behalf of the EO
delegation exists verified; delega-
tion rights are
valid and active
Valid EC Registry | Verify successful Battery has not EC Registry accepts FS-Reg-001,
registration re- registration when been registered the request, registers | FS-Reg-005,
quest submitted | all preconditions before; DppReg- | the DBP, returns ex- FS-1D-001,
by MSP is ac- are fulfilled istryEntry is actly one correct FS-1D-002,
cepted complete and Registration ID, and FS-1D-003,
valid; backup sends the result FS-Channel-
link is valid; MSP | through the correct 001

Proof of regis-
tration is

Verify that proof of
registration can be

Registration has
been completed

Proof of registration
is available and

FS-Proof-001
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Objective

Preconditions

Expected
Result

Related Fail-
ure Scenario

available within
the 90-day pe-
riod

accessed within the
allowed availability
period

successfully;
less than 90
days have
passed since
successful reg-
istration

refers to the correct
registered DBP

EO is informed
after successful
registration by

Verify that the EO
receives the correct
registration confir-

Registration has
been completed
successfully by

MSP informs the EO
and forwards the
correct Registration

FS-Notify-001,
FS-Notify-002

the MSP mation from the the MSP on be- ID and registration
MSP half of the EO confirmation
Audit trail is Verify traceability of | Full registration | Audit trail records FS-Sys-001
created for the handoff, backup, process is exe- the correct actor,
complete MSP registration, notifi- cuted success- timestamp, request,
registration pro- | cation, and identi- fully, or a con- outcome, DBP ID,
cess fier issuance trolled failure Registration ID, and
occurs in one relevant process step
process step
Unauthenti- Verify that the MSP | EO or another Request is rejected; FS-HndAuth-
cated, invalidly only accepts DBP actor sends the no DBP data is 001,
authenticated, handoff from a DBP handoff re- | stored; no DBP is FS-HndAuth-
or unauthorized | properly authenti- quest without created on the MSP 002,
DBP handoff to cated and author- authentication, server FS-HndAuth-
MSP is rejected ized EO with an inva- 003
lid/expired/re-
voked/mal-
formed OAuth
2.0 token, or
without required
authorization
DBP handoff Verify that the MSP | Handoff request | Request is rejected; FS-Crt-002,
with incom- does not create or contains incom- | no incorrect DBP in- FS-Crt-003
plete, corrupted, | store an incorrect plete, corrupted, | stance is created on
or wrong data is | DBP after handoff or inconsistent the MSP server
not stored as DBP data, or
valid DBP data belonging
to the wrong
battery or EO
Duplicate DBP Verify that the A valid DBP No unintended sec- FS-Crt-006
handoff request | same handoff re- handoff request | ond DBP instance is
is rejected quest cannot cre- has already created; repeated re-
ate duplicate DBP been processed; | quest is rejected or
instances on the the same re- handled safely ac-
MSP server quest is submit- | cording to idempo-
ted again tency rules
Unauthenticated | Verify that backup MSP calls BSP Request is rejected; FS-BspAuth-
or invalidly au- creation cannot be | Create API with- | no backup copy is 001,
thenticated BSP | processed without out valid au- created; no DBP ID is | FS-BspAuth-
request from valid OAuth 2.0 au- | thentication or returned 002

MSP is rejected

thentication

with an
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Test Scenario Objective Preconditions  Expected Related Fail-
Result ure Scenario
invalid/ex-
pired/re-
voked/mal-
formed OAuth
2.0 token
Unauthorized Verify that only the | Actor is not au- | Request is rejected; FS-BspAuth-
MSP cannot cre- | authorized MSP thorized for no backup copy is 003
ate backup copy | may create the backup creation | created
backup copy but calls BSP
Create API
Duplicate Verify that repeat- A valid backup Only one backup FS-Bck-006
backup creation | ing the same creation request | copy exists, or re-
request is re- backup creation re- | has already peated calls are han-
jected or han- quest does not cre- | been processed; | dled safely according
dled idempo- ate duplicate the same re- to idempotency rules
tently backup copies quest is submit-
ted again
Backup creation | Verify that the BSP | MSP submits a Backup creation is FS-Bck-008
with incomplete | does not create a backup creation | rejected; no valid
DBP dataset is backup copy for in- | request with backup confirmation
rejected complete battery or | missing or in- is returned
product data complete re-
quired battery
data inside the
DBP dataset
Registration Verify that EC Reg- | MSP submits a Registration request FS-Bck-007
with missing, in- | istry registration registration re- is rejected; no Regis-
valid, or unre- requires a valid and | quest with a tration ID is issued
solved backup resolvable backup missing, invalid,
link is rejected link or non-resolva-
ble backup link
Unauthenticated | Verify that the EC MSP submits a Request is rejected; FS-RegAuth-
or invalidly au- Registry does not registry request | DBP is not registered; | 001,
thenticated EC process registry ac- | without authen- | no Registration ID is FS-RegAuth-
Registry request | tions without valid tication or with issued 002
from MSP is re- | elDAS authentica- invalid/ex-
jected tion pired/re-
voked/mal-
formed elDAS
credentials
Actor not au- Verify that EC Reg- | Actor submits a | EC Registry access is | FS-RegAuth-
thorized to act istry access is only | registry request | denied; no registry 003

as MSP cannot
access EC Reg-
istry functions

granted to actors
authorized to act
as the EO

but is not au-
thorized to act
as the EO

action is processed

Authenticated
but unverified or
expired MSP

Verify that success-
ful authentication
alone is not

MSP is authenti-
cated but not
verified, or the
verified MSP

EC Registry rejects
the registry action;
no registration is
processed

FS-RegVer-001,
FS-RegVer-005
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Objective

Preconditions

Expected
Result

Related Fail-
ure Scenario

cannot perform
registry actions

sufficient for regis-
try actions

status has ex-
pired

Invalid MSP veri-
fication evi-
dence or incom-
plete MSP pro-
file setup is re-
jected

Verify that MSP ver-
ification and profile
setup require valid
evidence and com-
plete profile infor-
mation

MSP provides
missing or inva-
lid verification
evidence, or re-
quired pro-
file/account
holder infor-
mation is miss-

ing

Verification or profile
setup is rejected;
MSP is not recog-
nized as valid verified
MSP for registry ac-
tions

FS-RegVer-
002, FS-
RegProf-001

Missing, expired, | Verify that MSP MSP attempts to | Registration request FS-Del-001,
revoked, or inva- | registration on be- register a DBP is rejected; no regis- FS-Del-002
lid EO delega- half of the EO re- on behalf of the | tration takes place
tion is rejected quires valid delega- | EO without valid
tion rights delegation, or

with expired/re-

voked/invalid

delegated rights
Registration Verify that the MSP | MSP submits a Registration request FS-Del-003,
with wrong EO uses the correct EO | registration re- is rejected; no Regis- | FS-Del-004
ID or EO-related | ID and EO-related quest using its tration ID is issued
endpoint is re- endpoint when act- | own identifier
jected ing on behalf of the | instead of the

EO EO ID, or using

an EO-related

endpoint that

does not belong

to the EO
Registration re- Verify that the EC MSP submits a Registration request FS-Input-001,
quest with Registry only pro- registration re- is rejected; no regis- FS-Input-002
missing or mal- cesses complete quest with tration is created; no
formed DppReg- | and valid DppRegis- | missing required | Registration ID is re-
istryEntry fields | tryEntry data fields or mal- turned
is rejected formed/invalid

fields in

DppRegis-

tryEntry
Registration re- Verify that EC Reg- DppRegis- Registration request FS-Reg-004,
quest with istry registration tryEntry con- is rejected; no Regis- | FS-Sig-001,
schema, signa- rejects invalid reg- tains excessive tration ID is issued FS-Gran-001,
ture, granularity, | istration packages fields, invalid FS-Endp-001

or endpoint er-
rors is rejected

signature/seal
information, in-
correct granu-
larity, or an in-
valid/unreacha-
ble DPP API
endpoint
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Objective

Preconditions

Expected
Result

Related Fail-
ure Scenario

turns success
only if the DBP
is actually regis-
tered

Registry does not
report successful
registration if the
DBP was not actu-
ally registered

registration re-
quest and the
system re-
sponse is
checked against
the actual EC
Registry state

only if the DBP is
truly registered and
linked to the correct
battery

Duplicate regis- | Verify that the Battery has al- Request is rejected FS-Reg-002,
tration is re- same battery or ready been reg- | or handled safely ac- | FS-Reg-003
jected or han- same registration istered previ- cording to idempo-

dled idempo- request cannot ously, or the tency rules; no sec-

tently create duplicate same registra- ond registration is

registrations tion request is created
submitted again
EC Registry re- Verify that the EC MSP submits a Success is returned FS-Reg-005

Proof of regis-
tration is no
longer available
after the 90-day
period

Verify that proof of
registration is only
available within the
defined availability
period

Registration has
been completed
successfully;
more than 90
days have
passed since
successful reg-
istration

Proof of registration
is no longer available

FS-Proof-002

Rejected regis-
tration request
does not create
partial registra-
tion

Verify that failed
registration at-
tempts do not cre-
ate partial or incon-
sistent registry en-
tries

MSP submits an
invalid registra-
tion request
that is rejected
by the EC Regis-
try

No partial registra-
tion is created; no
Registration ID is is-
sued before all vali-
dation checks pass

FS-Resub-001

Note: Some of the test scenarios described in this document may not be implemented
within the scope of the test environment currently being developed. This applies in par-
ticular to scenarios that depend on functions or controls expected to be implemented
by the EC Registry service provider. These scenarios are nevertheless included in this
document to provide a complete overview of potential failure scenarios within the overall
DPP system and to clarify their relevance for end-to-end system validation.
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6.2 ACCESS BATTERY PASSPORT DATA

6.2.1 READING PUBLIC BATTERY PASSPORT DATA

Overview

This user story describes how all actors within the DBP ecosystem can access spe-
cific battery passport data of public interest using a QR code affixed to the battery
or included within the battery documentation. Access to publicly available data shall
be enabled via a mobile device capable of scanning the QR code (e.g., a smartphone).
Upon scanning the QR code, the user shall be directed to a web-based interface
where the publicly accessible battery passport data is rendered in a structured, hu-
man-readable format on an HTML page. The solution shall ensure seamless redirec-
tion from the QR code to the corresponding online resource and shall provide public
accessibility without authentication barriers for data classified as public. The DBP
information shall be presented in a clear and user-friendly manner and shall be com-
patible with standard mobile browsers and commonly used scanning applications.

Actors and Roles

Authentica-
Responsibilities tion Protocol

provided by

. Publishes and maintains publicly accessible battery .
Economic No authenti-
DBP Data passport data. Ensures that the QR code resolves to .
Operator/ . . ) . cation re-
Main Ser Provider / a persistent URL. Hosts the web interface rendering Uired for
. Website public DBP data in human-readable HTML format. 9 .
vice Pro- S . public data
. Host Ensures data accuracy, availability, and separation
vider . . . access
between public and restricted data domains.
End User . Scans QR code using a mobile device. Accesses the
Public Data . . . . .
(e.g., Con- Viewer redirected web interface. Views publicly available
sumer) battery passport data.

Ordinary Sequence

The EO labels the product with a QR code that contains a Product ID/ Battery ID and
a direct URL to the publicly accessible DBP data hosted online.

When an end user scans the QR code with a mobile device, the encoded URL is
extracted and a secure request is automatically sent to the EO/MSP Server. The
server processes the request, identifies the requested information as public data,
and retrieves the corresponding battery passport information from its data repository
without requiring authentication.

The data is then displayed as a structured, human-readable HTML page optimized
for mobile browsers, allowing the end user to review the publicly available battery
passport information without any access barriers.
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El ar cope rReaD

QR Code Scanned
MOBIEE An actor of the digital battery passport ecosystem scans QR code using a mobile device.

01 END USER  (C DEVICE

No authentication required

URL Extracted - Secure HTTP Request Initiated
The mobile device extracts the URL encoded in QR code and automatically initiates a secure

02 “I;II(E)\?II(I:-EE N EO / MSP internet request to the Economic Operator or Main Service Provider server. The user is

redirected from the physical identifier to the corresponding online resource.

‘ No authentication required| Auto-redirect

EJ pATA RENDERING

Public Battery Passport Data Returned - HTML Page

MOBILE The public battery passport data is returned to the mobile device as a structured, human-
03 EO / MSP -
DEVICE readable HTML page.

No authentication required] HTML response

Battery Passport Data Displayed

MOBILE The mobile device displays the public digital battery passport data to the end user without

04 C' | END USER

DEVICE authentication.

DBP (only public data)

Figure 11: Ordinary Sequence "Reading Public Battery Passport Data”

Failure Scenarios

The following table summarizes the failure scenarios derived from the ordinary se-
quence of this user story. The ID column provides a unique reference for each failure
scenario. The category column groups the scenarios according to the affected aspect
of the process. The failure scenario column describes the deviation from the ex-
pected process flow that the DPP system must prevent or handle correctly.

ID Category Description

FS-QR-001 QR Code QR-Code is missing on the product or product docu-
mentation

FS-QR-002 QR Code QR-Code is damaged and cannot be scanned correctly

FS-QR-003 QR Code QR-Code contains an invalid, malformed, or incomplete
URL

FS-QR-004 QR Code QR-Code is not connected to a functional link

FS-QR-005 QR Code QR-Code is connected to wrong battery passport

FS-QR-006 QR Code QR-Code points to a non-persistent or expired URL

FS-Reg-001 Registration / Avail- | Battery passport is not registered

ability

FS-Red-001 Redirection Scanning the QR-Code does not trigger redirection to
the public battery passport page

FS-Red-002 Redirection Redirection leads to an HTTP error page although the
battery passport is registered and public data is availa-
ble
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ID Category Description

FS-Acc-001 Access Public battery passport data is blocked by an authenti-
cation or login barrier

FS-Acc-002 Access Public page is unavailable due to host outage or inter-
mittent service failure

FS-Data-001 Data Retrieval Public battery passport data exists but is not returned
by the host system

FS-Data-002 Data Retrieval Public page displays outdated battery passport data in-
stead of the current public version

FS-Data-003 Data Retrieval Public page displays incomplete public data

FS-Data-004 Data Retrieval Public and restricted data domains are not correctly
separated

FS-Priv-001 Privacy / Access Restricted or controlled data is exposed on the public

Control HTML page

FS-Rend-001 Rendering Public battery passport data is not rendered in a struc-
tured, human-readable HTML format

FS-Rend-002 Rendering HTML page is unreadable or poorly formatted on a
standard mobile device

FS-Sys-001 System Cached response exposes outdated or incorrect public
data after updates

FS-Sys-002 System Different devices or browsers display inconsistent public
battery passport content

Test Scenarios

The following table presents the test scenarios derived from the identified failure
scenarios. The test scenario column names the case to be verified, while the objec-
tive column explains the purpose of the test. The preconditions column defines the
conditions that must be fulfilled before the test is executed. The expected result
column describes the system behavior required for a successful test outcome, and
the related failure scenario column links the test to the corresponding failure sce-
narios.

Related Fail-

Preconditions .
ure Scenario

Test Scenario

Objective

Expected Result

sistent, and
connected to
the correct bat-
tery passport

battery passport

correct battery passport
page for the correspond-
ing battery only

QR code ena- Verify that the Battery or bat- QR code is present, visi- FS-QR-001,
bles valid and QR code is tery documen- ble, undamaged, and can FS-QR-002,
correct access | physically avail- | tation contains be scanned successfully. FS-QR-003,
to the public able, scannable, | a QR code; bat- | The encoded URL is valid, | FS-QR-004,
battery pass- technically valid, | tery has an as- complete, functional, per- | FS-QR-005,
port functional, per- signed public sistent, and opens the FS-QR-006
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Objective

Preconditions

Expected Result

Related Fail-
ure Scenario

Unregistered Verify system Battery ID exists, | System does not display a | FS-Reg-001
battery pass- behavior when a | but no battery valid public battery pass-
port cannot be | QR code points passport is reg- | port. Instead, an appro-
accessed as to a battery istered for it priate error, not-found, or
valid public passport that is invalid passport page is
passport not registered shown
QR scan redi- Verify that scan- | Valid QR code Scanning the QR code FS-Red-001,
rects to an ning the QR exists; battery triggers redirection to the | FS-Red-002,
available pub- | code redirects passport is reg- | public battery passport FS-Acc-001,
lic battery the user to an istered; public page. The page opens FS-Acc-002
passport page | available public page is hosted without authentication,
without au- battery passport | and should be login, token, registration,
thentication page without available access approval, HTTP er-

login or access ror, timeout, or host fail-

barriers ure
Public battery Verify that the Public battery Host system returns the FS-Data-001,
passport page | host system re- | passport data public battery passport FS-Data-002,
returns cur- turns the availa- | exists in the data. The displayed data FS-Data-003,
rent and com- | ble public bat- host system; a is complete, corresponds FS-Sys-001
plete public tery passport current public to the current public ver-
data data completely | version is availa- | sion, and is not outdated,

and in its cur- ble incorrect, empty, or af-

rent version fected by cached re-

sponses

Public page Verify that pub- | Battery passport | Public page displays only FS-Data-004,
exposes only lic and con- contains both public data. Controlled FS-Priv-001
public data trolled data do- | public and con- | data is not visible on the
and no con- mains are cor- trolled data page, not included in the
trolled data rectly separated | fields HTML source, and not re-

on the public turned through the public

HTML page request
Public battery Verify that the Public battery Data is rendered as struc- | FS-Rend-001,
passport page | public battery passport data is | tured, human-readable FS-Rend-002,
is rendered passport is dis- available and HTML. The page is reada- FS-Sys-002
consistently played as struc- | accessible; page | ble and properly format-
and readably tured, human- is opened on ted on a standard mobile
across sup- readable HTML supported mo- device, and all supported
ported devices | and remains bile devices and | devices and browsers dis-
and browsers readable and browsers play the same public bat-

consistent tery passport content

across sup- consistently

ported environ-

ments

-
Note: Some of the test scenarios described in this document may not be implemented

within the scope of the test environment currently being developed. These scenarios are
nevertheless included in this document to provide a complete overview of potential fail-
ure scenarios within the overall DPP system and to clarify their relevance for end-to-end
system validation.
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6.2.2 READING CONTROLLED BATTERY PASSPORT DATA

Overview

This user story describes how an authenticated actor retrieves controlled data from
a digital battery passport based according to their assigned access rights. Controlled
data is not publicly accessible and is therefore protected by an authentication and
authorization process managed by the Economic Operator or Main Service Provider.
Once the actor’s identity and permissions have been verified, the system returns the
data that the actor is permitted to see.

Assumptions

e The EO/MSP authenticates downstream actors working with the EO using
OAuth 2.0.

e The EO/MSP authenticates market surveillance authorities, customs authori-
ties, other competent authorities, and regulated base roles using the elDAS
framework.

e An actor’s read permissions always include all data for which the actor has
read-write permissions and additionally include data that is available in read-
only mode.

e Public battery passport data must always be visible to all actors, regardless of
their individual access rights.

e When a DBP is retrieved using readDPPByProductld (Battery ID), the active ver-
sion of the requested DBP is returned.

e When a DBP is retrieved using readDPPByld, the corresponding version of the
requested DBP is returned regardless of its status: active, archived, or marked
for deletion.

Actors and Roles

e Authentication Pro-
Responsibilities

tocol provided by

Hosts the DBP and manages access
rights for all actors. Authenticates
DBP and authorizes incoming read re-
Economic Operator / Data quests. Returns only the data the
Main Service Provider . requesting actor is permitted to see,
Provider . . .

filtered by their access rights. En-
forces the distinction between pub-
lic and controlled data fields.

OAuUth2.0 or elDAS

Third party actor Initiates the read. Submits a GET re-
. quest using one of the four defined
- Requesting . .
Market surveillance read functions. Receives only the
o actor . . .
authorities and other data fields their access rights per-
public bodies mit.
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Ordinary Sequence

Actors authenticate and are authorized by the Economic Operator. Depending on the
actor's role, authentication is performed using OAuth 2.0 for third party actors, or
elDAS in cases involving market surveillance authorities and other public bodies re-
quiring a higher assurance level. After successful authentication and authorization,
the actor receives an access token that encodes their role-based access rights. Using
the access token, the actor submits a GET request to the EO/MSP, selecting the
applicable read function and providing the required input parameters. The choice of
function depends on what the actor wants to retrieve: a full DBP by its ID, a DBP by
Battery ID, a historical version by timestamp and DBP ID, or an individual data element
by its path. Upon receiving the request, the EO checks whether the actor has the
necessary access rights. If access is granted, the system displays the relevant battery
passport data in accordance with those rights.

n AUTHENTICATION & AUTHORIZATION BY ECONOMIC OPERATOR / MAIN SERVICE PROVIDER

Authentication Request
Actor initiates authentication with the Economic Operator or Main Service Provider. Protocol

01 ‘ ACTOR ‘ N ‘ EO / MSP ‘ depends on actor type: OAuth 2.0 for third party actors; elDAS for market surveillance authorities
and public bodies requiring a higher assurance level.

Or

Access Token + Access Rights

Token returned with actor's role-based access rights attached. Actor is now authorized to submit

o
N

‘ EO / MSP ‘ - ‘ ACTOR ‘ read requests. Rights determine which data fields will be visible in the response.

] CONTROLLED DATA READ

GET Request - Read Function with Required Input Parameters
03 ‘ ACTOR ‘ N ‘ EO / MSP ‘ Actor calls the applicable read function.

‘ readDPPByld ‘ . ‘ readDPPByProductId‘ . ‘ readDPPVersionByIdAndDate‘ . ‘ readDataElement

DBP Data Returned According to Access Rights

Response contains only data fields the actor is entitled to see. If the actor has partial rights, public
‘ EO / MSP ‘ — ‘ ACTOR ‘ data is included along with the permitted controlled fields. Controlled fields outside the actor's

rights are omitted.

o
-

‘ Permitted data returned‘

Figure 12: Ordinary Sequence "Reading Controlled Battery Passport Data”

Failure Scenarios

The following table summarizes the failure scenarios derived from the ordinary se-
quence of this user story. The ID column provides a unique reference for each failure
scenario. The category column groups the scenarios according to the affected aspect
of the process. The failure scenario column describes the deviation from the ex-
pected process flow that the DPP system must prevent or handle correctly.

Category Failure Scenario

Read request is processed although required input parame-

FS-Input-001 Input Validation .
ters are missing
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ID Category Failure Scenario
FS-Auth-001 Authentication Read request is processed although the actor is not authenti-
cated
ES-Auth-002 Authentication DPP system accepts an invalid, expired, or revoked access to-
ken
FS-Auth-003 Authentication DPP system grants an unauthorized actor access to controlled
battery passport data
Authentication
FS-Auth-004 Y ication / Actor without read rights accesses a controlled data element
Access Control
o Actor accesses battery passport data of another Economic
Authorization / . . . .
FS-Auth-005 Operator without permission, while calling an MSP that serves
Tenant Boundary . .
multiple Economic Operators
FS-Read-001 Read Valid read request is rejected despite sufficient permissions
FS-Read-002 Read readDPPBYyId returns the wrong DBP for the given DBP ID
FS-Read-003 Read readDPPByProductld returns a DBP for the wrong Product ID/
Battery ID
Read / Version- readDPPVersionByldAndDate returns the wrong DBP version
FS-Read-004 . .
ing for the given date
FS-Read-005 Read APIs return an error although the requested DBP data is avail-
able
FS-Read-006 Read / Access Rgsponse contains controlled fields that the actor is not per-
Control mitted to see
The read request is successful, but the returned battery pass-
Read / Data . . ,
FS-Read-007 port data is incomplete for the requesting actor’s access
Completeness .
rights
FS-Read-008 Read AP.I returns DBP data although the requested DBP does not
exist
FS-Acc-001 Access Control System displays data beyond the actor’s access rights
Syst hid blic data although th tor is all dt
FS-AcC-002 Access Control ‘ys e.m ides public data althoug e actor is allowed to
view it
readDataElement returns a controlled element despite miss-
FS-Acc-003 Access Control . .
ing access rights
readDPPByProductld returns an outdated version instead of
FS-Ver-001 Versioning y .u . Y . version |
the current active version
L readDPPVersionByldAndDate returns no version although a
FS-Ver-002 Versioning . . . .
valid version exists for the given date
L readDPPVersionByldAndDate returns the latest version instead
FS-Ver-003 Versioning . . .
of the version valid at the requested timestamp
FS-Data-001 Data Retrieval readDataElement resolves the wrong element ID path
. Returned data element belongs to a different DBP than re-
FS-Data-002 Data Retrieval

quested

63 | User Stories from a Technical Perspective

BatteryPass-Ready Consortium




User Storis: Access Battery Passport Data

Failure Scenario

Category

System / Audit
Trail

Audit trail is missing or records the wrong actor for read ac-

FS-Sys-001
cess

Test Scenarios

The following table presents the test scenarios derived from the identified failure
scenarios. The test scenario column names the case to be verified, while the objec-
tive column explains the purpose of the test. The preconditions column defines the
conditions that must be fulfilled before the test is executed. The expected result
column describes the system behavior required for a successful test outcome, and
the related failure scenario column links the test to the corresponding failure sce-
narios.

Test Scenario

Objective

Preconditions

Expected Result

Related Fail-
ure Scenario

readDPPBYyId re- Verify that re- DBP exists; ac- Request succeeds; re- FS-Read-001,
turns the re- adDPPByld suc- | tor is authenti- sponse contains ex- FS-Read-002,
quested DBP cessfully returns | cated and au- actly the DBP belong- FS-Read-005

the correct DBP | thorized; valid ing to the requested

for a valid DBP DBP IDis pro- DBP ID; no false API

ID vided error is returned
readDPPByPro- Verify that re- Battery exists; Request succeeds; re- | FS-Read-001,
ductld returns the | adDPPByPro- battery has an sponse contains the FS-Read-003,
current active ductld success- | active DBP ver- DBP belonging to the FS-Read-005,
DBP fully returns the | sion; actor is requested Battery ID FS-Ver-001

correct current authenticated and returns the cur-

active DBP for a | and authorized; rent active version; no

valid Battery ID valid Battery ID outdated version is re-

is provided turned

readDPPVersion- Verify that re- DBP has multi- Request succeeds; re- FS-Read-001,
ByldAndDate re- adDPPVersion- ple historical sponse contains the FS-Read-004,
turns the version ByldAndDate versions; actor DBP version valid at FS-Read-005,
valid at the re- successfully re- | is authenticated | the requested FS-Ver-002,
quested date turns the DBP and authorized; timestamp, not the FS-Ver-003

version valid at valid DBP ID and | latest version and not

the requested valid date are an empty result

timestamp provided
readDataElement | Verify that read- | DBP exists; re- Request succeeds; re- | FS-Read-001,
returns the re- DataElement quested data el- | sponse contains only FS-Read-005,
quested permit- successfully re- | ement exists; the requested author- | FS-Data-001,
ted data element turns the cor- actor is authen- | ized data element FS-Data-002,

rect data ele- ticated and au- from the correct DBP; FS-Acc-003

ment from the thorized for the no restricted or unre-

requested DBP requested ele- lated element is re-

according to the | ment turned

actor’s access

rights
Read request with | Verify that the DBP exists; ac- Request is rejected FS-Input-001
missing required system does not | tor is authenti- with an appropriate

process read cated and client error response;
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Objective

Preconditions

Expected Result

Related Fail-
ure Scenario

input parameters
is rejected

requests if man-
datory input pa-
rameters are

authorized; one
or more re-
quired input pa-

no DBP data is re-
turned

missing rameters are
missing
Unauthenticated Verify that con- DBP exists; ac- Request is rejected FS-Auth-001,
or invalid-token trolled read ac- tor sends a read | with 401 ClientNotAu- FS-Auth-002
read request is cess is blocked request either thorized or 403 Client-
rejected if the actor is without authen- | Forbidden; no con-
not authenti- tication or with trolled data is returned
cated or pre- an invalid, ex-
sents an invalid, | pired, or revoked
expired, or re- token
voked token
Authenticated but | Verify that au- Actor is suc- Request is rejected or FS-Auth-003,
unauthorized ac- thentication cessfully au- returns no controlled FS-Acc-001
tor cannot access | alone is not suf- | thenticated, but | content
controlled DBP ficient and that has no authori-
data only actors with | zation for con-
valid read rights | trolled DBP data
may access
controlled data
Actor without ele- | Verify that ele- Actor is authen- | Request is rejected or FS-Auth-004,
ment-level read ment-level ac- ticated, but the controlled data el- | FS-Acc-001,
rights cannot ac- cess control is lacks read rights | ement is not returned FS-Acc-003
cess controlled enforced for for the re-
data element controlled data quested con-
elements trolled data ele-
ment
Actor cannot ac- Verify that ten- Actor is authen- | Request is rejected or FS-Auth-005
cess DBP data be- | ant and owner- ticated and may | no data from the other
longing to another | ship boundaries | have read rights | EO or tenant is re-
EO or tenant are enforced in one tenant or | turned
during con- EO context, but
trolled read ac- requests DBP
cess data belonging
to another EO,
or tenant
Request for non- Verify that the Actor is authen- | Request returns an FS-Read-008
existent DBP or APIs readDPPby- | ticated and au- appropriate not-found
battery does not ProductID and thorized; re- or invalid-reference
return DBP data readDPPbyID do | quested DBP ID response; no DBP data
not return DBP or Battery ID is returned
data if the re- does not exist in
quested DBP or the system
battery does not
exist
Response is fil- Verify that the DBP contains Response contains all FS-Read-006,
tered exactly to system neither public fields and | fields the actor is al- FS-Read-007,

exposes data
beyond the

controlled
fields; actor has

lowed to see, including
public data, and
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Related Fail-

Test Scenario Objective Preconditions Expected Result .
ure Scenario
the actor’s access | actor’s permis- limited but valid | excludes all fields out- | FS-Acc-001,
rights sions nor omits read rights side the actor’s access | FS-Acc-002
data the actor is scope

allowed to see

Controlled read Verify that Actor performs Audit trail is created FS-Sys-001
access is logged traceability for a controlled and records the cor-
with the correct controlled read read on an ex- rect actor, requested
actor access is en- isting DBP object, timestamp, and
sured outcome
e ™

Note: Some of the test scenarios described in this document may not be implemented
within the scope of the test environment currently being developed. These scenarios are
nevertheless included in this document to provide a complete overview of potential fail-
ure scenarios within the overall DPP system and to clarify their relevance for end-to-end
system validation.
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6.3 SEARCH FOR BATTERY PASSPORTS

Overview

This user story describes the search process within the DBP ecosystem using the
ReadDPPIdsByProductlds method. Search functionality is needed when an author-
ized actor does not yet know the relevant DBP ID but has one or more Battery IDs
and needs to discover which DBPs are linked to them.

4 )

Note: The JTC 24 API specifications mention several methods that may support search-
related functionality. However, not all of them are treated as separate search processes
in this document. ReadDPPByProductld is understood as a regular read function because
it directly returns the corresponding DBP for a known Battery ID. It is therefore covered
in the user story on reading controlled battery passport data. A possible read function
based on Product ID (Battery ID) and date is not considered here because the corre-
sponding APl endpoint and input parameters are not defined in the JTC 24 standards.

- J

Assumptions

e The EO/MSP authenticates downstream actors working with the EO using
OAuth 2.0.

e The EO/MSP authenticates market surveillance authorities, customs authori-
ties, other competent authorities, and regulated base roles using the elDAS
framework.

e The ReadDPPIdsByProductlds function does not provide access to DBP con-
tent, but it reveals the linkage between Battery IDs and DBP IDs. It is therefore
treated as a controlled discovery function and is available only to authenti-
cated and authorized actors with the corresponding search permission.

Actors and Roles

e Authentication Pro-
Responsibilities

tocol provided by

Hosts the DBP and manages access
rights. Authenticates and authorizes
DBP incoming search requests, processes
Data Battery ID search requests, matches | OAuth2.0 or elDAS
Provider the submitted Battery IDs with
stored DBP records, and returns the
corresponding DBP IDs

Economic Operator /
Main Service Provider

Third party actor
Initiates search requests. Submits

Battery ID search requests and re-
ceives the matching DBP IDs

Requesting
Market surveillance actor
authorities and other
public bodies

67 | User Stories from a Technical Perspective BatteryPass-Ready Consortium



User Stories: Search for Battery Passports

Ordinary Sequence

Actors authenticate and are authorized by the EO or by the MSP acting on behalf of
the EO. Depending on the actor’s role, authentication is performed using OAuth 2.0
for third party actors, or eIDAS for market surveillance authorities and other public
bodies requiring a higher assurance level. After successful authentication and au-
thorization, the actor receives an access token that encodes the role-based access
rights required for the search request.

Using the access token, the actor sends a POST request to the ReadDPPIdsByPro-
ductlds endpoint. The request body contains the Product ID/ Battery ID parameter,
which specifies one or more Battery IDs for which the matching DBP IDs are to be
identified. Optionally, the actor may include a limit parameter to control the maxi-
mum number of results returned in the current response. If the actor continues a
previously started paginated result listing, a cursor parameter may also be included.
If used, the cursor must not be empty.

Upon receiving the request, the EO/MSP processes the submitted Battery IDs and
returns a response containing the set of DBP IDs matching the submitted Battery IDs.
This method returns only DBP IDs and not the passport content itself.

As an extension of this user story, the returned DBP IDs may be used in a subsequent
controlled read process to retrieve the corresponding battery passport data, as de-
scribed in User Story 6.2.2 “Reading Controlled Battery Passport Data”.

n AUTHENTICATION & AUTHORIZATION BY ECONOMIC OPERATOR / MAIN SERVICE PROVIDER

Authentication Request

Actor initiates authentication with the Economic Operator or Main Service Provider.

01 ’ ACTOR ‘ N ’ EO / MSP ‘ Protocol depends on actor type: OAuth 2.0 for third party actors; elDAS for market

surveillance authorities and public bodies requiring a higher assurance level.
o

Access Token + Access Rights

Token returned with actor's role-based access rights attached. Actor is now authorized to

02 | EO/MSP | -  ACTOR \proceed_

H SEARCH (CONTROLLED DATA READ)

POST Request - Retrieve DBP IDs by Battery ID(s)
The actor sends a POST request to ReadDPPIdsByProductlds. The request body contains a

03 ‘ ACTOR ‘ — ‘ EO / MSP ‘ set of battery identifiers for which the associated digital battery pasport identifiers are to be
identified.

‘ ReadDPPIdsByProductlds

Response - Matching DBP IDs

The Economic Operator's or Main Service Provider's system returns a payload with the set
o4 | EO/MSP | - | ACTOR | o . ) -
of digital battery passport identifiers corresponding to the submitted battery identifier(s).

Figure 13: Ordinary Sequence "Search for Battery Passports”
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Failure Scenarios

The following table summarizes the failure scenarios derived from the ordinary se-
quence of this user story. The ID column provides a unique reference for each failure
scenario. The category column groups the scenarios according to the affected aspect
of the process. The failure scenario column describes the deviation from the ex-
pected process flow that the DPP system must prevent or handle correctly.

ID Category Failure Scenario
Search request is processed although required input pa-
FS-Input-001 Input Validation q . p g d putp
rameters are missing
Search request is processed although the Product ID
FS-Input-002 Input Validation qu 'SP . ug u .
(Battery ID) parameter is empty, malformed, or invalid
Search request is processed although the request bod
FS-Input-003 Input Validation . 9 P . . g q y
format is malformed or invalid
ES-Auth-001 Authentication Search request is processed although the actor is not
authenticated
ES-AUth-002 Authentication EO/MSP accepts an invalid, expired, revoked, or mal-
formed access token
. EO/MSP grants an unauthorized actor access to the Re-
FS-Auth-003 Authorization
Y Y 28t adDPPIdsByProductlds method
Authorization / Ac-
FS-Auth-004 Y ization / Actor without search permission retrieves DBP IDs
cess Control
Actor receives DPB IDs outside the actor’s permitted
FS-Acc-001 Access Control .
discovery scope
FS-Acc-002 Access Control Actor is denied DPB ID discovery although access rights

are sufficient

Valid search request returns no DPB IDs although

FS-Search-001 Search . .
matching DPBs exist

FS-Search-002 Search Search request returns DPB IDs for the wrong Battery ID

ES-Search-003 Search Search request returns an incomplete set of matching
DPB IDs

FS-Search-004 Search Search request returns duplicate DPB IDs in the re-
sponse

ES-Search-005 Search Search request r‘eturns DPB IDs that do not belong to
any of the submitted Battery ID values

ES-Search-006 Search See.irch reques‘t returns I?PB c.o‘ntent or additional re-
stricted data instead of identifiers only

FS-Search-007 Search Search request return§ an error although no matching
DPB IDs should result in an empty payload
Search request is processed although the cursor param-

FS-Pag-001 Pagination N P g P

eter is present but empty
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ID Category Failure Scenario

Search request with a valid limit parameter is rejected
FS-Pag-002 Pagination ; quest with a valid umit p 'S 1)

without valid reason

Search request with a valid cursor parameter is rejected
FS-Pag-003 Pagination d s . P !

although pagination state exists

limit parameter is ignored and the response returns
FS-Pag-004 Pagination 'mit p 's g P Y

more results than requested
FS-Pag-005 Pagination Pagination cursor resumes at the wrong position
FS-Pag-006 Pagination Pagination returns overlapping results across pages
FS-Pag-007 Pagination Pagination skips valid results between pages

Response omits a cursor although more results are
FS-Pag-008 Pagination ‘p g

available

Response returns a cursor although no more results are
FS-Pag-009 Pagination P ! ! ug Y

available

Search request is processed although the cursor is inva-
FS-Pag-010 Pagination lid, expired, or not linked to the actor’s previous pagina-

tion state

Search request is processed although the number of
submitted Battery ID values exceeds the permitted re-
quest scope

Mass Retrieval Pre-

FS-Scrape-001 .
vention

Mass Retrieval Pre- | Actor is able to retrieve DPB IDs through automated or

FS-Scrape-002 . . ) -
vention excessive repeated search requests without restriction

Request frequency, result size, or pagination behavior
exceeds the permitted search scope but is not restricted
by the EO/MSP

Mass Retrieval Pre-

FS-Scrape-003 .
vention

Search request is rejected although it remains within the

Mass Retrieval Pre- . X . . .
permitted request size, result size, pagination, and fre-

FS-Scrape-004

vention L.
quency limits
Response does not follow the expected identifier list
FS-Resp-001 Response P W xP ! i !
format
Same search request produces inconsistent DPB ID re-
FS-Sys-001 System quest p

sults across repeated executions without data changes

Audit trail is missing or records the wrong actor,
FS-Sys-002 System / Audit Trail | timestamp, request, submitted Battery ID, returned DPB
IDs, or search outcome

Test Scenarios

The following table presents the test scenarios derived from the identified failure
scenarios. The test scenario column names the case to be verified, while the objec-
tive column explains the purpose of the test. The preconditions column defines the
conditions that must be fulfilled before the test is executed. The expected result
column describes the system behavior required for a successful test outcome, and
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the related failure scenario column links the test to the corresponding failure sce-

narios.

Test Scenario

Successful DBP
ID discovery by
Battery ID

Objective

Verify that a valid
ReadDPPIdsBy-
Productlds re-
quest is pro-
cessed success-
fully

Preconditions

Actor is authenti-
cated and author-
ized; request body
contains one or more
valid Battery ID val-
ues; matching DBPs
exist

Expected
Result

Request suc-
ceeds; response
contains the
DBP IDs match-
ing the submit-
ted Battery ID
values and fol-
lows the ex-
pected identifier
list format

Related Failure

Scenario

FS-Input-001,
FS-Input-002,
FS-Input-003,
FS-Search-001,
FS-Search-002,
FS-Search-005,
FS-Resp-001

Discovery result
is complete,
unique, and lim-
ited to identifi-
ers only

Verify that the
search function
returns all match-
ing DBP IDs ex-
actly once and
does not expose
DBP content

Matching DBPs exist
for the submitted
Battery ID values; ac-
tor has sufficient
discovery rights

Response con-
tains the com-
plete set of
matching DBP
IDs without du-
plicates; no DBP
content or addi-
tional restricted
data is returned

FS-Search-003,
FS-Search-004,
FS-Search-006

Actor receives
only DBP IDs
within the per-
mitted discovery
scope

Verify that discov-
ery results are fil-
tered according to
the actor’s access
rights

Actor is authenti-
cated and authorized
with a defined dis-
covery scope;
matching DBPs exist
inside and outside
this scope

Response con-
tains only DBP
IDs within the
actor’s permit-
ted discovery
scope

FS-Auth-003,
FS-Auth-004,
FS-Acc-001,
FS-Acc-002

Search with no
matching DBP
IDs returns an
empty payload

Verify correct be-
havior when no
DBP IDs match
the submitted
Battery ID values

Actor is authenti-
cated and author-
ized; request con-
tains valid Battery ID
values, but no
matching DBPs exist

Request suc-
ceeds; response
contains an
empty payload
instead of an er-
ror

FS-Search-007

Pagination with Verify that valid Actor is authenti- Response re- FS-Pag-002,
valid limit and pagination param- | cated and author- spects the limit; | FS-Pag-003,
cursor works eters are ac- ized; valid Battery ID | cursor resumes FS-Pag-004,
correctly cepted and ap- values are submitted; | at the correct FS-Pag-005,
plied correctly result set spans mul- | position; pages FS-Pag-006,
tiple pages; valid contain no over- | FS-Pag-007,
limit and cursor are lapping or FS-Pag-008,
used skipped results; | FS-Pag-009
cursor is re-
turned only
when further re-
sults are availa-
ble
Search request Verify that the Actor is authenti- Request is re- FS-Input-001,
with missing or search function cated and author- jected with a FS-Input-002,
validates ized, but submits a validation error; FS-Input-003
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Test Scenario

Objective

Preconditions

Expected
Result

Related Failure
Scenario

invalid input is
rejected

mandatory input
and request
structure before
processing

request with missing
required parameters,
empty or invalid Bat-
tery ID, or malformed
request body

no search is
performed and
no DBP IDs are
returned

without search
permission is
rejected

required authori-
zation may use
ReadDPPIdsBy-
Productlds

thorized to use the
search method or
does not have search
permission

IDs are returned

Unauthenticated | Verify that the Actor sends a search | Request is re- FS-Auth-001,
or invalidly au- search function request without au- jected; no DBP FS-Auth-002
thenticated cannot be used thentication or with IDs are returned
search request without valid au- an invalid, expired,
is rejected thentication revoked, or mal-

formed access token
Unauthorized Verify that only Actor is authenti- Request is re- FS-Auth-003,
actor or actor actors with the cated but not au- jected; no DBP FS-Auth-004

Search response
contains identi-
fiers only

Verify that the
discovery method
does not expose
DBP content or
additional re-
stricted data

Actor is authenti-
cated and author-
ized; valid search re-
quest is submitted;
matching DBPs exist

Response con-
tains only DBP
IDs; no DBP
content or addi-
tional restricted
data is included

FS-Search-006

lapping and
non-skipping re-
sults

each matching
DBP ID exactly
once across pages

uses valid limit and
valid continuation
cursors

no overlapping
results and no
valid results are
skipped be-
tween pages

Request with Verify that cursor | Actor is authenti- Request is re- FS-Pag-001,
empty, invalid, validation is en- cated and author- jected with a FS-Pag-010
expired, or un- forced for pagina- | ized; request con- validation error;
related cursor is | tion tains an empty cur- pagination is not
rejected sor, invalid cursor, continued

expired cursor, or

cursor not linked to

the actor’s previous

pagination state
Pagination re- Verify that pagi- Search result spans Paginated re- FS-Pag-006,
turns non-over- | nation returns multiple pages; actor | sponses contain | FS-Pag-007

Search request
exceeding per-
mitted request
scope is re-
jected or re-
stricted

Verify that re-
quest size re-
strictions are en-
forced to prevent
mass retrieval

Actor is authenti-
cated and author-
ized, but submits
more Battery ID val-
ues than permitted
by the EO/MSP
search policy

Request is re-
jected or re-
stricted accord-
ing to the per-
mitted search
scope

FS-Scrape-001

72 | User Stories from a Technical Perspective

BatteryPass-Ready Consortium



User Stories: Search for Battery Passports

Test Scenario

Objective

Preconditions

Expected
Result

Related Failure
Scenario

Excessive re-
peated search
requests are re-
stricted

Verify that auto-
mated or exces-
sive repeated
search requests
cannot be used
for mass data re-
trieval

Actor repeatedly
sends search re-
quests at a fre-
quency or volume ex-
ceeding the permit-
ted search policy

EO/MSP re-
stricts, throttles,
or rejects exces-
sive requests

FS-Scrape-002,
FS-Scrape-003

Search request
within permitted
limits is not
wrongly rejected

Verify that anti-
scraping controls
do not block valid
requests

Actor is authenti-
cated and author-
ized; request size,
result size, pagina-
tion behavior, and re-
quest frequency re-
main within permit-
ted limits

Request is ac-
cepted and pro-
cessed normally

FS-Scrape-004

ords the search
request and

of successful and
rejected DBP ID

successful or re-
jected ReadDP-

ords the correct
actor,

Response fol- Verify that the re- | Valid search request | Response con- FS-Resp-001
lows the ex- sponse payload is processed suc- tains the ex-
pected identifier | follows the ex- cessfully pected identifier
list format pected format for list format and
DBP ID discovery no malformed
or unexpected
payload struc-
ture
Repeated identi- | Verify determinis- | Actor is authenti- Each execution FS-Sys-001
cal search re- tic behavior when | cated and author- returns the
quests return the same valid re- | ized; matching DBP same DBP ID re-
consistent DBP quest is repeated | data remains un- sult set
ID results without data changed; the same
changes valid request is sub-
mitted multiple
times
Audit trail rec- Verify traceability | Actor performs a Audit trail rec- FS-Sys-002

outcome discovery re- PldsByProductlds re- | timestamp, re-
quests quest quest, submit-
ted Battery ID,
returned DBP
IDs if applicable,
and search out-
come
s '
Note: Some of the test scenarios described in this document may not be implemented
within the scope of the test environment currently being developed. These scenarios are
nevertheless included in this document to provide a complete overview of potential fail-
ure scenarios within the overall DPP system and to clarify their relevance for end-to-end
system validation.
. y,

73 | User Stories from a Technical Perspective

BatteryPass-Ready Consortium



User Stories: Maintain Battery Passport Data

6.4 MAINTAIN BATTERY PASSPORT DATA

6.4.1 UPDATING OF BATTERY PASSPORT DATA

Overview

This user story describes how battery passport data is updated within the DBP sys-
tem. It covers modifications to an existing battery passport, including updating one
or multiple values, adding new data attributes, and deleting existing attributes. Up-
dates may be triggered by lifecycle events, e.g., repair, refurbishment, ownership
change or by data correction.

Assumptions

The EO/MSP authenticates downstream actors working with the EO using
OAuth 2.0.

The BSP authenticates EO/MSP using OAuth 2.0.

The EO/MSP authenticates regulated base roles using the eIDAS framework.
The Create API between the EO/MSP and the BSP is used as a lifecycle API to
create backup copies of the DBP after relevant updates.

A backup copy of the existing DBP version has already been created by the
BSP before an update is performed.

Backup creation after an update is considered a technical measure to support
data security, data restoration, and the availability of archived DBP versions.
Backup creation after an update is included as a future-oriented approach in
case the EO/MSP system becomes unavailable or the EO leaves the market.
Only Recyclers and the EO may update the DBP status to Marked for Deletion.
A DBP can only be updated if its current status is Active.

If a DBP has the status Marked for Deletion or Archived, no further update
functions may be executed and no new DBP ID may be created.

The status Marked for Deletion is used to identify which DBPs may be deleted.
The DBP ID is not a stable permanent identifier. It changes with each relevant
update cycle, and each relevant update results in the creation of a new DBP
ID.

Frequently updated attributes do not require the creation of a new DBP version
or a new DBP ID.

Actors and Roles

Authentication Pro-
tocol provided by

Responsibilities

Economic

Operator /

DBP Hosts the DBP and manages access rights for
Data all actors. Authenticates and authorizes in- OAuth 2.0 or elDAS

Main Service

Provider

Provider | coming update requests.
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e Authentication Pro-
Responsibilities

tocol provided by

Third Party
Actor Sends PATCH request with DBP ID and update
Data Up- . .
dater payload. Must hold write rights for all re-
Regulated quested attributes.
Base Role

Authenticates EO/MSP, creates new backup
copy of updated DBP, archives previous OAuth 2.0
backup, returns new DBP ID

Backup Ser- Storage
vice Provider | Provider

Ordinary Sequence

Actors authenticate and are authorized by the Economic Operator or by the Main
Service Provider acting on behalf of the Economic Operator. Depending on the actor’s
role, authentication is performed using OAuth 2.0 for third party actors, or eIDAS for
regulated base role with write permission. After successful authentication and au-
thorization, the actor receives an access token that encodes the role-based access
rights required for submitting update requests.

Using the access token, the actor submits a PATCH request to the EO/MSP, selecting
the applicable update function and providing the required input parameters. The
choice of function depends on the scope of the intended update. UpdateDPPByld is
used to update selected fields of a DBP identified by its DBP ID, whereas Up-
dateDataElement is used to update an individual data element identified by its path
within the DBP. Upon receiving the request, the EO/MSP checks whether the actor
has the necessary access rights for all data fields included in the update request. If
access is granted, the update is applied by creating a new DBP instance with a new
DBP ID. The new DBP becomes Active, while the previous DBP is archived. The system
then returns the updated DBP content or the updated data element as confirmation
that the update has been applied.

The update also triggers the creation of a new backup copy. For this purpose, the
EO/MSP authenticates and is authorized by the Backup Service Provider using OAuth
2.0. After successful authentication and authorization, the EO/MSP sends the Creat-
eDPP API call to the Backup Service Provider to create a backup copy of the new
active DBP. The Backup Service Provider archives the previous backup copy, activates
the new backup copy, and returns the DBP ID of the active version to the EO/MSP as
confirmation. The receipt of this confirmation marks the successful completion of
the DBP update process.
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n AUTHENTICATION & AUTHORIZATION BY ECONOMIC OPRATOR / MAIN SERVICE PROVIDER

Authentication Request

‘ ‘ ’ Actor initiates authentication with the Economic Operator or Main Service Provider. Protocol
01 ACTOR E MSP .
c1o - 0/Ms depends on actor type: OAuth 2.0 for third party actors; elDAS for regulated base roles.

Or

Access Token + Access Rights

Token returned with actor's role-based access rights attached. Actor is now authorized to
oz | EO/MSP | — | ACTOR |_.
submit update requests.

B urpaTte

PATCH Request - Update Function with Required Input Parameters

Actor calls the applicable update function and sends partial digital battery passport containing

o3 ‘ SO ‘_" EONAMSE ‘fieldstobeupdated.

‘ UpdateDPPbyld ‘ . ‘ UpdateDataElement

New DBP Version Created - New DBP ID Assigned

Updated data stored in new digital battery passport instance. New digital battery passport
04 INTERNAL (| EO/MSP 9 M g i

identifier is assigned. Status transitions applied simultaneously.

‘ New DBP ID ‘ : ‘ New DBP — Active ‘ ‘ Previous DBP — Archived

Response - Updated DBP Content

Confirmation that update was applied. Response ontains updated digital battery passport
s | EO/MSP | — | ACTOR | content

‘ Updated DBP ‘ or‘ Updated Data Element

H AUTHENTICATION & AUTHORIZATION BY BACKUP SERVICE PROVIDER

Authentication Request

The Economic Operator or Main Service Provider authenticates and is authorized by the Backup

06 ‘ EO / MSP ‘ N ’ BSP ‘ Service Provider using OAuth 2.0. This establishes the permissions required for the subsequent
Create API call.

Authorization Confirmed

The Backup Service Provider confirms authorization. The Economic Operator or Main Service
o | BSP | - | EO/MsP |

Provider is now permitted to create a backup copy of the digital battery passport.

I BACKUP COPY CREATION

CreateDPP - Create Backup Copy of DBP

‘ The Economic Operator or Main Service Provider sends the Create API call to create a backup

08 EO / MSP BSP . . .
‘ / ‘ - ‘ copy of the digital battery passport at the Backup Service Provider.
Archive Previous Backup Copy
09 INTERNAL (& BSP Backup Service Provider automatically archives the previous backup and activates the new one.
‘ Previous Backup Copy — Archived‘ ‘ New Backup Copy — Active
Backup Confirmation
Final confirmation: new backup is Active, previous is Archived. Digital battery passport identifier
10 | BSP | — | EO/MSP |

of active version is returned as proof of completion.

Figure 14: Ordinary Sequence "Updating of Battery Passport Data”
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Failure Scenarios

The following table summarizes the failure scenarios derived from the ordinary se-
quence of this user story. The ID column provides a unique reference for each failure
scenario. The category column groups the scenarios according to the affected aspect
of the process. The failure scenario column describes the deviation from the ex-
pected process flow that the DPP system must prevent or handle correctly.

ID Category Failure Scenario
FS-Input-001 Input Validation Update request.is .processed although required input pa-
rameters are missing
Updat ti d alth h the DBP ID, data ele-
FS-Input-002 Input Validation pdate request Is processe .a oug © . . aaee
ment path, or update target is malformed or invalid
ES-Auth-001 Authentication Upda1':e request is processed although the actor is not au-
thenticated
FS-Auth-002 Authentication DBP system accepts an invalid, expired, revoked, or mal-
formed access token
FS-Auth-003 Authentication DBP system grants an unauthorized actor write access to
DBP data
ES-Auth-004 Authentication / Actor without update rights updates a restricted data ele-
Access Control ment
FS-Acc-001 Access Control System updates data beyond the actor’s access rights
ES-Acc-004 Access Control up‘da‘teDataElemfant updates a restricted element despite
missing access rights
FS-Upd-001 Update V.alld update .reguest is rejected despite sufficient permis-
sions and valid input data
FS-Upd-002 Update Invalid data format or data type is accepted
FS-Upd-003 Update / Status DBP with status Arch‘ived or Marked for Deletion is updated
although the update is not allowed
FS-Upd-004 Update Same PATCH request i§ processed tV\{ice, creating duplicate
update effects or duplicate DBP versions
FS-Upd-005 Update API r‘eturns an error although the update was successfully
applied
FS-Upd-006 Update API returns success although the update was not applied
Update request modifies the wrong DBP or wrong data ele-
FS-Upd-007 Update P a g g
ment
Valid addition of an allowed data element is rejected de-
FS-Upd-008 Update .I I. I. . W 1S Tel
spite sufficient permissions
Valid deletion of an allowed data element is rejected de-
FS-Upd-009 Update . . . . )
spite sufficient permissions
Update request is processed although the referenced DBP
FS-Upd-010 Update i d . P g
does not exist
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ID Category Failure Scenario
FS-Upd-011 Update Update request is prf)cessed although the referenced data
element does not exist
ES-Upd-012 Update / Schema | Update request is processed although the payload contains
P Validation fields outside the allowed DBP schema
FS-Ubd-013 Update / Data Update request removes mandatory DBP data although the
P Completeness resulting DBP becomes incomplete
FS-Upd-014 Update / Seman- Update request is accepted although updated values violate
P tic Validation semantic rules, value ranges, or allowed units
Immutable identifiers or metadata, such as Product ID/
Update / Immuta- . . -
FS-Upd-015 . Battery ID, Economic Operator ID, or creation timestamp,
ble Fields -
are modified by an update request
FS-Atom-001 Update Atomicity Partial changes are adopted in the D.BP although one or
more parts of the update request failed
Update process does not fully fail although validation, au-
FS-Atom-002 Update Atomicity | thorization, or processing of at least one requested field
fails
ES-Atom-003 Update Atomicity New DBP version is created glthough the complete update
request should have been rejected
FS-Atom-004 Update Atomicity DBP is left in an inconsistent .state with a mixture of old
and updated values after a failed update request
Update Atomicity Backup copy is created for a partially failed update although
FS-Atom-005 .
/ Backup no changes should have been adopted in the DBP
FS-Stat-001 Status New DBP ID is created despite forbidden DBP status
FS-Stat-002 Status Illegal status transition is performed

FS-UpdVer-001

Update Versioning

New DBP ID conflicts with an existing DBP ID

FS-UpdVer-002

Update Versioning

Two or more DBP versions remain active simultaneously af-
ter a successful update

FS-UpdVer-003

Update Versioning

No DBP version remains active after a successful update

FS-UpdVer-004

Update Versioning

Single update request produces multiple new DBP versions

FS-UpdVer-005

Update Versioning

Concurrent updates create versions in the wrong chrono-
logical order

FS-UpdVer-006

Update Versioning

Previous DBP version is not archived after the new DBP ver-
sion becomes active

FS-UpdVer-007

Update Versioning

New DBP version is not correctly linked to the Battery ID

FS-UpdVer-008

Update Versioning

Current active DBP reference still points to the previous
DBP version after a successful update

FS-UpdVer-009

Update Versioning

New DBP ID is not created although the update was suc-
cessfully applied
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Category

Update Versioning

Failure Scenario

New DBP version is created but assigned the wrong product
ID

FS-UpdVer-01

Update Versioning

Previous and new DBP versions are both archived after a
successful update

FS-UpdVer-012

Update Versioning

New DBP version is archived instead of active after a suc-
cessful update

FS-BspAuth-001

BSP Authentica-
tion

BSP processes backup creation although the EO/MSP sys-
tem is not authenticated via OAuth 2.0

FS-BspAuth-002

BSP Authentica-
tion

BSP accepts an invalid, expired, revoked, or malformed
OAuth 2.0 token from the EO/MSP system

FS-BspAuth-003

BSP Authorization

Unauthorized EO/MSP system is able to create a backup
copy

Mandatory backup copy is not created after successful up-

FS-Bck-001 Back
up date
FS-Bck-002 Backup BSP returns success although the backup copy was not ac-
tually created
FS-Bck-003 Backup Wrong DBP dataset is stored as backup copy
FS-Bck-004 Backup DBP ID is not returned after successful backup creation
FS-Bck-005 Backup Wrong DBP ID is returned as backup confirmation
ES-Bck-006 Backup Samt:e backup creatiorj request is processed twice, creating
duplicate backup copies
New backup copy is created, but previous backup copy is
FS-Bck-007 Backup Versioning W . up copyt ut previou up copy
not archived
Previous backup copy is archived, but new backup copy is
FS-Bck-008 Backup Versioning P copy P copy
not created
FS-Bck-009 Backup / Con- Backup failure leaves the DBP system and backup system in
sistency inconsistent states
FS-Bck-010 Backup B.ackup system does not mark the new baTckup copy as ac-
tive after successful update backup creation
ES-Bek-011 Backup Versioning Two or more backup copies remain a?tive simultaneously
after successful update backup creation
FS-Bck-012 Backup Versioning No backup cc?py remains active after successful update
backup creation
ES-Bek-013 Backup Versioning Previous and new backup copies. are both archived after
successful update backup creation
Updated DBP content is not returned although the update
FS-Resp-001 Response P _I . ug up
was successfully applied
FS-Resp-002 Response Response contains outdated, incomplete, or wrong updated

DBP content
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ID Category Failure Scenario

New DBP ID is not returned although a new DBP version was
FS-Resp-003 Response g

created after a successful update

Response returns the wrong DBP ID or still returns the pre-
FS-Resp-004 Response P g P

vious DBP ID after a successful update

System / Syn- Synchronization lag causes different services to show dif-

FS- -001
S-Sync-00 chronization ferent current DBP versions

System / Syn- QR code scanning or read APIs still return the previous DBP
FS-Sync-002 . .

chronization version after a successful update

. Audit trail is missing or records the wrong actor, timestamp,

System / Audit .g . g P

FS-Sys-001 Trail request, updated fields, previous DBP ID, new DBP ID,
backup status, or update outcome

System / Audit Rejected update request is not recorded in the audit trail

FS-Sys-002 Y / . P 9

Trail although the rejection is security- or validation-relevant

Test Scenarios

The following table presents the test scenarios derived from the identified failure
scenarios. The test scenario column names the case to be verified, while the objec-
tive column explains the purpose of the test. The preconditions column defines the
conditions that must be fulfilled before the test is executed. The expected result
column describes the system behavior required for a successful test outcome, and
the related failure scenario column links the test to the corresponding failure sce-

narios.

Test Scenario

Objective

Preconditions

Expected Result

Related Fail-
ure Scenario

Successful Verify that one DBP exists and is Update is accepted; ex- | FS-Upd-001,
single data el- | valid data ele- Active; actor is actly one new DBP ver- FS-UpdVer-001,
ement update | ment can be authenticated and | sion is created; new FS-UpdVer-
updated suc- authorized for the | DBP ID is returned; pre- | 006,
cessfully requested data vious DBP version is ar- | FS-UpdVer-007,
element; update chived; new DBP version | FS-UpdVer-
payload is valid becomes active; up- 009,
dated DBP content is FS-Resp-001,
returned FS-Resp-003
Successful Verify that mul- | DBP is Active; ac- | All requested changes FS-Atom-001,
multi-field up- | tiple authorized | tor is authenti- are applied in one FS-Atom-002,
date with full fields can be cated and author- | transaction; exactly one | FS-Atom-004
atomicity updated in one ized; actor has new DBP version is cre-
all-or-nothing update rights for ated; no partial update
transaction all requested occurs
fields; all fields
are valid
Successful ad- | Verify that an DBP is Active; ac- | New data element is FS-Upd-008
dition of an al- | allowed new tor is authenti- stored in the new DBP
lowed data el- | data element cated and author- | version; previous DBP
ement can be added ized; actor has
required rights;
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Objective

Preconditions

Expected Result

Related Fail-
ure Scenario

schema allows
the new data ele-
ment

version is archived; new
DBP version is active

Successful de-
letion of an al-
lowed non-
mandatory
data element

Verify that an
existing non-
mandatory data
element can be
deleted

DBP is Active;
data element ex-
ists; actor is au-
thenticated and
authorized; actor
has delete/update
rights; field is not
mandatory

Data element is re-
moved in the new DBP
version; resulting DBP
remains complete; pre-
vious DBP version is ar-
chived

FS-Upd-009,
FS-Upd-013

Correct update

Verify that a

Valid update re-

Exactly one new DBP

FS-UpdVer-001,

serialized cor-
rectly

requests do not
corrupt version
history or create
inconsistent ac-
tive/archive

date requests for
the same active
DBP at nearly the
same time

logical order; no version
is silently overwritten;
exactly one DBP version
is active after each suc-
cessful update

response and successful up- quest is pro- version is created; new FS-UpdVer-
DBP versioning | date creates the | cessed success- DBP ID is unique and 002,
after success- | correct new DBP | fully returned; new version is | FS-UpdVer-
ful update version, returns active; previous version 003,
the correct re- is archived; product ref- | FS-UpdVer-
sponse, and erence points to the 006,
maintains cor- new active version; re- FS-UpdVer-007,
rect active/ar- sponse contains com- FS-UpdVer-
chive status plete updated DBP con- | 008,
tent and not outdated FS-UpdVer-
content 009,
FS-UpdVer-010,
FS-UpdVer-011,
FS-UpdVer-012,
FS-Resp-001,
FS-Resp-002,
FS-Resp-003,
FS-Resp-004
Concurrent Verify that con- Two authorized Updates are processed FS-UpdVer-
updates are current update actors submit up- | in a controlled chrono- 004,

FS-UpdVer-005

states

Successful Verify that Update has been Backup copy is created FS-Bck-001,
backup crea- backup creation | successfully ap- for the correct updated | FS-Bck-002,
tion, backup after update is plied; EO/MSP DBP dataset; BSP re- FS-Bck-003,
versioning, and | complete, ver- system is authen- | turns the correct DBP FS-Bck-004,
backup idem- sioned correctly, | ticated and au- ID; previous backup FS-Bck-005,
potency after and safe against | thorized by BSP; copy is archived; new FS-Bck-006,
update duplicate re- backup creation backup copy becomes FS-Bck-007,
quests request is sub- active; repeated backup | FS-Bck-008,

mitted once and request does not create | FS-Bck-010,

then repeated duplicate backup cop- FS-Bck-011,

ies FS-Bck-012,

FS-Bck-013
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Objective

Preconditions

Expected Result

Related Fail-
ure Scenario

QR code scan- | Verify that QR Update and QR code scanning or FS-Sync-001,
ning or read code scanning backup have been | read APIs return the FS-Sync-002
APIs return or all read APIs completed suc- new active DBP version
updated DBP expose the cur- cessfully and not the previous
version rent DBP version version
after update

Audit trail is Verify traceabil- | Successful up- Audit trail records cor- FS-Sys-001,
created for ity of update date is processed, | rect actor, timestamp, FS-Sys-002
successful and | processing and or an invalid/se- request, updated fields,
rejected up- security-rele- curity-relevant previous DBP ID, new
date processes | vant rejections update request is | DBP ID, backup status,

rejected rejection reason, and

update outcome

Update re- Verify that up- Actor submits up- | Request is rejected; no FS-Input-001,
quest with date APIs re- date request with | update is applied; no FS-Input-002
missing or quire valid input | missing required new DBP version is cre-
malformed in- | parameters input parameters, | ated; no backup is cre-
put parame- malformed DBP ated
ters is rejected ID, invalid data el-

ement path, or in-

valid update tar-

get
Unauthenti- Verify that up- Actor submits up- | Request is rejected; no FS-Auth-001,
cated or inval- | date requests date request update is processed; no | FS-Auth-002
idly authenti- require valid au- | without authenti- | new DBP version is cre-
cated update thentication cation or with in- | ated
request is re- valid, expired, re-
jected voked, or mal-

formed access

token
Actor without Verify that write | Actor is authenti- | Request is rejected; re- | FS-Auth-003,
sufficient up- access is en- cated but has stricted data element is | FS-Auth-004,
date rights forced for up- read-only rights not updated; no partial FS-Acc-001,
cannot update | date operations or no update update is applied FS-Acc-004
DBP data rights for the re-

quested data ele-

ment
Update re- Verify validation | DBP is Active; ac- | Request is rejected with | FS-Upd-002
quest with in- | of update pay- tor is authenti- validation error; no
valid data for- load values cated and author- | changes are adopted in
mat or type is ized; payload the DBP
rejected contains invalid

data type or for-

mat
Update re- Verify that the Actor submits up- | Request is rejected; no FS-Upd-007,
quest for update target date request for a | DBP content is modi- FS-Upd-010,
wrong or non- must exist and non-existing DBP, fied; no new DBP ver- FS-Upd-011

existing target
is rejected

match the re-
quested

non-existing data
element, wrong

sion is created
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Test Scenario

Objective

Preconditions

Expected Result

Related Fail-
ure Scenario

DBP/data ele-
ment

DBP, or wrong
data element

PATCH request
does not cre-
ate duplicate

peated PATCH
requests are re-
jected or han-

quest has already
been processed;
same request is

fect occurs; no dupli-
cate DBP version is cre-
ated; request is re-

Update re- Verify schema Actor submits Request is rejected; no FS-Upd-012,
quest with and semantic payload with changes are adopted in | FS-Upd-014
schema or se- | validation before | fields outside the | the DBP
mantic viola- update pro- allowed DBP
tions is re- cessing schema or values
jected violating semantic

rules, value

ranges, or allowed

units
Update re- Verify that im- Actor submits up- | Request is rejected; im- | FS-Upd-015
quest modify- | mutable fields date request at- mutable data remains
ing immutable | cannot be modi- | tempting to mod- | unchanged; no new in-
identifiers or fied by update ify Battery ID, valid DBP version is cre-
metadata is requests Economic Opera- | ated
rejected tor ID, creation

timestamp, or

other immutable

metadata
Update re- Verify that an Actor submits up- | Request is rejected; FS-Upd-013
quest remov- update cannot date request re- mandatory data re-
ing mandatory | make the DBP moving manda- mains unchanged; no
DBP data is re- | incomplete tory DBP data incomplete DBP version
jected is created
Update on for- | Verify that DBPs | DBP status is Ar- Request is rejected; no | FS-Upd-003,
bidden DBP with forbidden chived or Marked update is applied; no FS-Stat-001,
status is re- status cannot for Deletion; actor | new DBP ID is created; FS-Stat-002
jected be updated submits update no illegal status transi-

request that is tion occurs

not allowed for

this status
Duplicate Verify that re- A valid PATCH re- | No duplicate update ef- | FS-Upd-004,

FS-UpdVer-004

zation, or pro-
cessing

effects dled idempo- submitted again jected or handled safely

tently
Failed multi- Verify the all-or- | Update request Complete update fails; FS-Atom-001,
field update nothing rule for | contains multiple | no field is changed; no FS-Atom-002,
does not update pro- fields; at least partial DBP state is FS-Atom-004
adopt partial cessing one field fails val- | adopted
changes idation, authori-
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Objective

Preconditions

Expected Result

Related Fail-
ure Scenario

Failed update
does not cre-
ate new DBP
version or

backup copy

Verify that failed
updates do not
trigger version-
ing or backup
creation

Update request
fails because one
or more parts of
the request are
invalid or unau-
thorized

No new DBP version is
created; no backup
copy is created; DBP re-
mains unchanged

FS-Atom-003,
FS-Atom-005

DBP version ID
conflict is pre-
vented

Verify unique-
ness of the new
DBP ID

Update request is
successfully pro-
cessed and sys-
tem attempts to
create new DBP
ID

New DBP ID is unique
and does not conflict
with an existing DBP ID

FS-UpdVer-001

update

states

sion is active, not ar-
chived

No missing or Verify that suc- Update is suc- New DBP ID is created, FS-UpdVer-
wrong new cessful update cessfully applied returned, and assigned 009,

DBP ID after always produces to the correct updated FS-UpdVer-010,
successful up- | the correct new DBP version and Battery | FS-Resp-003,
date DBP ID ID FS-Resp-004
DBP active/ar- | Verify that up- Valid update is Exactly one DBP version | FS-UpdVer-
chive status is | date does not successfully pro- is active; previous and 002,
consistent af- create invalid cessed new versions are not FS-UpdVer-

ter successful DBP version both archived; new ver- | 003,

FS-UpdVer-011,
FS-UpdVer-012

Previous DBP
version is ar-
chived and ac-
tive reference

Verify correct

transition from
previous active
version to new

Successful up-
date has created
a new DBP version

Previous DBP version is
archived; current active
reference points to the
new version, not the

FS-UpdVer-
006,
FS-UpdVer-008

not corrupt
version order

ordering under
parallel update

update the same
DBP concurrently

chronological order is
preserved; no version is

is updated active version previous version
Concurrent Verify correct Two or more au- Updates are serialized FS-UpdVer-005
updates do chronological thorized actors or conflict-managed;

copy

backup copies

ate API

requests silently overwritten
Unauthenti- Verify that BSP EO/MSP system Request is rejected; no FS-BspAuth-
cated or inval- | backup creation | calls BSP Create backup copy is created; | 001,
idly authenti- requires valid APl without valid no DBP ID is returned FS-BspAuth-
cated BSP OAuth 2.0 au- authentication or 002
backup re- thentication with invalid/ex-
quest is re- pired/re-
jected voked/malformed
OAuth 2.0 token
Unauthorized Verify that only Actor is not au- Request is rejected; no FS-BspAuth-
EO/MSP sys- authorized thorized for backup copy is created 003
tem cannot EO/MSP systems | backup creation
create backup | can create but calls BSP Cre-
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Objective

Preconditions

Expected Result

Related Fail-
ure Scenario

ords rejected

ity of security-

rejected due to

orded with actor,

Backup crea- Verify that miss- | DBP update suc- System detects backup | FS-Bck-001,
tion failure is ing or false ceeds; BSP does failure; inconsistency is FS-Bck-002,
detected after | backup creation | not create backup | reported; audit trail rec- | FS-Bck-009
successful up- | is detected copy or returns ords the failure
date success without
actually creating
it
Backup copy Verify that Successful up- Backup copy corre- FS-Bck-003,
must match backup copy date is followed sponds to the correct FS-Bck-005
the updated contains the by backup crea- updated DBP dataset
DBP dataset correct updated | tion and correct DBP ID
DBP content

Backup confir- | Verify correct Backup copy is BSP returns correct DBP | FS-Bck-004,
mation must backup confir- successfully cre- ID as backup confirma- | FS-Bck-005
contain cor- mation handling | ated tion
rect DBP ID
Backup version | Verify that Successful up- Previous backup copy is | FS-Bck-007,
status is con- backup ac- date backup crea- | archived; new backup FS-Bck-008,
sistent after tive/archive tion is completed | copy is active; not both | FS-Bck-010,
successful up- | logic is correct copies are archived; not | FS-Bck-011,
date backup more than one backup FS-Bck-012,
creation copy is active; at least FS-Bck-013

one backup copy re-

mains active
Duplicate Verify idempo- Same backup cre- | Only one backup copy is | FS-Bck-006
backup crea- tency of backup | ation request is created, or repeated re-
tion request creation submitted more quest is handled safely
does not cre- than once according to idempo-
ate duplicate tency rules
backups
System syn- Verify con- Successful up- All relevant services FS-Sync-001,
chronization sistency across date and backup and read APIs show the | FS-Sync-002
returns the services after creation have same current DBP ver-
correct cur- update been completed sion
rent version
Audit trail rec- | Verify traceabil- | Update request is | Rejected request is rec- | FS-Sys-002

update re- or validation- authentication, timestamp, request, re-
quests relevant re- authorization, val- | jection reason, and out-
jected requests idation, status, or | come
atomicity failure
( N\
Note: Some of the test scenarios described in this document may not be implemented
within the scope of the test environment currently being developed. These scenarios are
nevertheless included in this document to provide a complete overview of potential fail-
ure scenarios within the overall DPP system and to clarify their relevance for end-to-end
system validation.
. J
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6.4.2 DELETION OF BATTERY PASSPORT

Overview

This user story describes how a Digital Product Passport is removed from public
access and active hosting within the DPP system. Deletion is a terminal operation -
it removes the active battery passport from the Economic Operator's server and the
Backup Service Provider's system.

Assumptions

e The BSP authenticates the EO and the MSP using OAuth 2.0.

e EO/MSP authentication and authorization are performed by the EC Registry
using the elDAS framework.

e The status Marked for Deletion is used to identify which DBPs may be deleted.

e A DBP may be deleted only if its current version has the status Marked for
Deletion.

e Once the DBP status has been set to Marked for Deletion, no further update
functions may be executed and no new DBP ID may be created.

e Only the EO/MSP may invoke the DELETE API.

e Deletion applies to all DBP versions linked to the Battery ID and to the corre-
sponding backup copies stored by the Backup Service Provider.

e After successful deletion, the DBP is no longer accessible via QR code and
Read APIs.

Actors and Roles

Authentica-
Actor Responsibilities tion Protocol
provided by
Economic
Operator / | DPP Owner / | Holds the authority to delete the DBP, checks the de-
Main Ser- | DBP Data letion preconditions, requests deletion from the BSP,
vice Pro- Provider stops public hosting, notifies the EC Registry
vider
Backup . .
. Storage Pro- | Authenticates and authorizes the EO, deletes the
Service . . . OAuth 2.0
. vider marked-for deletion backup instance
Provider
EC Regis- | Registration | Receives the deletion notification from the EO and re- elDAS
try Authority tains the necessary registration information.

Ordinary Sequence

Before deletion can be initiated, the DBP must already have been set to the status
Marked for Deletion through an update process (see Chapter 6.3.1). Once this status
has been assigned, the EO/MSP acting on its behalf treats the passport as frozen. No
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further update functions may be executed and no new DBP ID may be created for
this passport.

The EO/MSP first authenticates and is authorized by the BSP using OAuth 2.0. After
successful authentication and authorization, the EO/MSP sends a DeleteDPPbyld re-
quest to the BSP using the DBP ID as the input parameter. The BSP verifies the au-
thorization and deletes the marked-for-deletion backup instance according to the
defined deletion and retention rules. After successful deletion, the BSP returns an
HTTP 200 OK confirmation to the EO/MSP.

After receiving the deletion confirmation, the EO/MSP removes the corresponding
Marked for Deletion version from its own server. As a result, no active DBP version
remains in the operational DBP system. Public hosting of the DBP ends, QR-code
access is terminated, and regular read functions can no longer retrieve the deleted
passport.

Finally, the EO/MSP authenticates and is authorized by the EC Registry using elDAS.
After authorization has been confirmed, the EO/MSP notifies the EC Registry that the
DBP has been deleted. This deletion notification allows the registry to maintain the
necessary registration information for traceability while reflecting that the active
battery passport is no longer available.
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n AUTHENTICATION & AUTHORIZATION BY BACKUP SERVICE PROVIDER

Authentication Request
The Economic Operator or Main Service Provider authenticates and is authorized by the

01 ’ EO / MSP ‘ — ’ BSP ‘ Backup Service Provider using OAuth 2.0. This establishes the permissions required for the

subsequent Delete API call.

Authorization Confirmed

The Backup Service Provider confirms authorization. The Economic Operator or Main
02
’ BSP ‘ - ’ EO / MsP ‘ Service Provider is now permitted to delete digital battery passport.

B oeLeTion

DeleteDPPbyld - Delete DBP by DBP ID

The Economic Operator or Main Service Provider sends a deletion request to the Backup

03 EO / MSP BSP . . . L . - .
’ / ‘ - ‘ ‘ Service Provider using the digital battery passport identifier as the input parameter.
Deletion Confirmed
04 BSP ‘ - ’ EO / MSP ‘ Backup Service Provider confirms that deletion was performed successfully.

HTTP 200 OK

Economic Operator/ Main Service Provider Stops Hosting DBP

The Economic Operator or Main Service Provider removes the Marked for Deletion version

of digital battery passport from his own server. No active version now exists in digital
INTERNAL C EO / MSP L . .

battery passport system. Public digital battery passport hosting ends and QR code access is

terminated.

o
o

‘ No Active Version Remains‘ ‘ QR Code Access Terminated

n AUTHENTICATION & AUTHORIZATION BY EC REGISTRY

Authentication Request - Authorization by EC Registry

The Economic Operator or Main Service Provider authenticates and is authorized by the EC
06 EO / MSP — | EC REGISTRY . .
Registry using elDAS.

Authorization Confirmed

The EC Registry confirms authorization. The Economic Operator or main service is now
07 EC REGISTRY  — EO / MSP . . . . s .

permitted to proceed with registry actions within the EC Registry.

‘ elDAS session established

I} REGISTRY NOTIFICATION

Deletion Notification

08 EO / MSP — | EC REGISTRY Economic Operator or Main Service Provider notifies the EC Registry that the digital battery

passport has been deleted.

Figure 15: Ordinary Sequence "Deletion of Battery Passport”

Failure Scenarios

The following table summarizes the failure scenarios derived from the ordinary se-
quence of this user story. The ID column provides a unique reference for each failure
scenario. The category column groups the scenarios according to the affected aspect
of the process. The failure scenario column describes the deviation from the ex-
pected process flow that the DPP system must prevent or handle correctly.
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ID Category Failure Scenario
FS-Input-001 Irmput Valida- Delett-"T refquest is processed although required input parameters
tion are missing
FS-Input-002 Irmput Valida- DeFete request is processed although the DBP ID is malformed
tion or invalid
ES-Auth-001 Authentication Delet.e request is processed although the EO/MSP is not au-
thenticated
FS-Auth-002 Authentication BSP accepts an invalid, expired, revoked, or malformed OAuth
2.0 token
FS-Auth-003 Authentication | BSP grants an unauthorized EO/MSP delete access to DBP data
Authentication
FS-Auth-004 / Access Con- Actor without delete rights deletes a DBP or backup copy
trol
Authorization / Actor deletes DBP or backup copies belonging to another
FS-Auth-005 Tenant Bound- P cop ging
EO/MSP
ary
FS-Pre-001 Preconditions Delete request |s. processed although the DBP status is not
Marked for Deletion
ES-Del-001 Deletion Valifj delete request is rejected although all preconditions are
fulfilled
ES-Del-002 Deletion Wrong DBP instance or v.vrong backup instance is deleted due to
incorrect DBP ID resolution
FS-Del-003 Deletion BSP returns success although deletion was not actually per-
formed
ES-Del-004 Deletion Same dele?:e reqL‘Jest is processed twice, c.ausing duplicate side
effects or inconsistent downstream behavior
Delete request is completed although not all DBP versions
FS-Del-005 Deletion linked to the Battery ID and their corresponding backup copies
have been deleted
FS-Del-006 Deletion Delete request is process.ed although the referenced DBP or
backup copy does not exist
FS-Del-007 Deletion Delete request deletes the wrong DBP
Hosting / Ac- BSP confirms deletion, but EO/MSP fails to remove the local
FS-Host-002 ; ; i
cess Marked for Deletion version and stop hosting
FS-Host-003 Hosting / Ac- Public hosting of the DBP remains available after deletion has
cess been completed
ES-Host-004 Hosting / Ac- QR code access or read A.Pls still return DBP content linked to
cess the Battery ID after deletion
FS-RegAuth- Registry Au- EC Registry processes a Registry action although the EO/MSP is
001 thentication not authenticated via eIDAS
FS-RegAuth- Registry Au- EC Registry accepts invalid, expired, revoked, or malformed el-
002 thentication DAS authentication for the EO/MSP
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Category

Registry Au-
thorization

Failure Scenario

EC Registry grants Registry access to an actor who is not au-
thorized to act as the EO

FS-RegVer-001

Registry Verifi-
cation

EC Registry allows an authenticated but unverified EO/MSP to
perform Registry actions

FS-RegVer-002

Registry Verifi-
cation

EC Registry accepts EO/MSP identity verification although the
provided qualified e-signature, e-seal, elD, or attestation is
missing or invalid

FS-RegVer-003

Registry Verifi-
cation

EC Registry rejects EO/MSP identity verification although valid
verification evidence is provided

FS-RegVer-004

Registry Verifi-
cation

EC Registry does not recognize the EO/MSP as verified although
the verified status is still within its valid three-year period

FS-RegVer-005

Registry Verifi-
cation

EC Registry still treats the EO/MSP as verified although the veri-
fied status has expired

FS-RegProf-
001

Registry Profile

EO/MSP profile data is not correctly stored, updated, or associ-
ated with the verified EO/MSP

FS-RegNot-001

Registry Notifi-
cation

Deletion is completed, but the EC Registry is not notified

Trail

FS-RegNot- Registry Notifi- . e .
; Registry notification contains a wrong DBP ID or Battery ID
002 cation
FS-RegNot- Registry Notifi- | EC Registry is notified before deletion has actually been com-
003 cation pleted
FS-RegNot- Registry Notifi- | EC Registry accepts a deletion notification although the refer-
004 cation enced DBP has not been deleted
After deletion, an active or publicly accessible DBP version
FS-Stat-001 Status
Y linked to the Battery ID still remains on the EO/MSP or BSP side
Deletion confirmation is not returned although deletion was
FS-Resp-001 Response
successfully performed
System / Syn- | Synchronization lag causes EO/MSP, BSP, or EC Registry to show
FS-Sync-001 o . .
chronization different deletion states
ES-Svs-001 System / Con- | Partial failure leaves EO/MSP, BSP, and EC Registry in incon-
4 sistency sistent states
. Audit trail is missing or records the wrong actor, timestamp, re-
System / Audit .
FS-Sys-002 quest, DBP ID, Battery ID, deletion step, system outcome, or

registry notification status

Test Scenarios

The following table presents the test scenarios derived from the identified failure
scenarios. The test scenario column names the case to be verified, while the objec-
tive column explains the purpose of the test. The preconditions column defines the
conditions that must be fulfilled before the test is executed. The expected result
column describes the system behavior required for a successful test outcome, and
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the related failure scenario column links the test to the corresponding failure sce-

narios.

Test Scenario

Objective

Preconditions

Expected Result

Related Fail-
ure Scenario

Successful end- | Verify that the DPB status is BSP deletes all rel- FS-Del-001,
to-end deletion complete delete Marked for Dele- evant backup cop- FS-Del-002,
of all DPB ver- workflow is exe- tion; EO/MSP is au- | ies linked to the FS-Del-005,
sions linked to cuted correctly thenticated and au- | Battery ID; EO/MSP FS-Host-002,
the Battery ID when all precon- thorized; all DPB removes local DPB FS-Host-003,
ditions are ful- versions linked to versions and stops FS-Host-004,
filled the Battery ID and hosting; QR code FS-RegNot-
corresponding access and read 001,
backup copies ex- APIs no longer re- FS-Stat-001,
ist; EO/MSP is veri- | turn DPB content; FS-Resp-001,
fied for Registry ac- | EC Registry is noti- | FS-Sync-001,
tions fied; audit trail is FS-Sys-001,
created FS-Sys-002
Delete request Verify that dele- Delete request is Delete request is FS-Input-001,
with missing or tion cannot be submitted with rejected; no DPB FS-Input-002
malformed in- processed with- missing required version or backup
put is rejected out valid required | parameters, mal- copy is deleted; no
input parameters | formed DPB ID Registry notification
is sent
Unauthenticated | Verify that BSP EO/MSP sends de- Request is rejected; | FS-Auth-001,
or invalidly au- does not process lete request with- deletion is not per- | FS-Auth-002
thenticated de- delete requests out authentication formed; no success
lete request is without valid or with invalid, ex- response is re-
rejected by BSP OAuth 2.0 au- pired, revoked, or turned
thentication malformed OAuth
2.0 token
Unauthorized Verify that only an | Actor is authenti- Delete request is FS-Auth-003,
actor cannot authorized cated but does not rejected; no DPB FS-Auth-004
delete DPB data | EO/MSP with de- have delete rights, data or backup
or backup cop- lete rights can in- | or actor is not au- copy is deleted
ies itiate deletion thorized for the
specific DPB or
backup copy
Cross-tenant Verify that an Actor submits de- Delete request is FS-Auth-005
deletion is pre- EO/MSP cannot lete request for a rejected; no cross-
vented delete DPB data DPB or backup copy | tenant data is de-
or backup copies belonging to an- leted
belonging to an- other EO/MSP
other EO/MSP
Deletion is re- Verify that dele- DPB exists, but its Delete request is FS-Pre-001
jected if DPB is tion can only start | current status is rejected; no backup
not marked for when the DPB has | not Marked for De- deletion, no local
deletion the required ter- letion deletion, and no
minal status Registry notification
are performed
Valid delete re- Verify that a valid DPB status is Delete request is FS-Del-001
quest is not re- | delete request Marked for Dele- accepted and the
jected when all tion; EO/MSP is
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Objective

Preconditions

Expected Result

Related Fail-
ure Scenario

preconditions
are fulfilled

can be accepted
and processed

authenticated and
authorized; DPB ID
is valid; related
backup copies exist

deletion workflow
starts

Correct DPB and | Verify that DPB ID | Valid delete re- Only the intended FS-Del-002,
backup in- resolution identi- | quest is submitted DPB versions and FS-Del-007
stances are se- fies the correct with a DPB ID corresponding
lected for dele- DPB and corre- linked to a specific backup copies are
tion sponding backup Battery ID selected for dele-
copies tion
Delete request Verify that dele- Delete request ref- | Request is rejected; | FS-Del-006
for non-existing | tion is not pro- erences a DPB or no deletion is per-
DPB or backup cessed when the backup copy that formed; error re-
copy is rejected | referenced object | does not exist sponse is returned
does not exist
All DPB versions | Verify that dele- Battery ID is linked | All DPB versions FS-Del-005,
linked to the tion is not limited | to several DPB ver- | linked to the Bat- FS-Stat-001
Battery ID are to one single DPB | sions and corre- tery ID and all cor-
deleted version when sponding backup responding backup
multiple versions copies copies are deleted
are linked to the or made unavaila-
same Battery ID ble according to
the deletion logic
BSP returns Verify that a suc- Valid delete re- BSP returns suc- FS-Del-003,
success only af- | cess response is quest is submitted cess only if deletion | FS-Resp-001
ter deletion was | only returned af- and BSP deletion was actually per-
actually per- ter actual deletion | processing is moni- | formed; no false
formed tored positive success
response is re-
turned
Duplicate delete | Verify that re- A valid delete re- Duplicate request FS-Del-004
request is re- peated delete re- | quest has already is rejected or han-
jected or han- quests do not been processed; dled idempotently;
dled idempo- create duplicate the same request is | no duplicate side
tently side effects or in- | submitted again effects occur
consistent system
states
EOQ/MSP re- Verify correct fol- BSP has success- EO/MSP removes FS-Host-002,
moves local DPB | low-up processing | fully completed de- | the local Marked FS-Host-003,
versions and on the EO/MSP letion and returned | for Deletion ver- FS-Stat-001
stops hosting side after suc- confirmation sion, stops public
after BSP confir- | cessful BSP dele- hosting, and no
mation tion publicly accessible
DPB version re-
mains
QR code access | Verify that de- Deletion workflow QR code access FS-Host-004,
and read APIs leted DPB content | has been com- and read APIs no FS-Stat-001

no longer return

is no longer pub-
licly accessible

pleted successfully

longer return DPB
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Test Scenario
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Objective

Preconditions

Expected Result

Related Fail-
ure Scenario

DPB content af-
ter deletion

content linked to
the Battery ID

perform Registry
action on behalf
of the EO

to act as the EO
can perform Reg-
istry actions

thorized to act as
the EO

Registry action Verify that EC EO/MSP submits EC Registry rejects FS-RegAuth-
is rejected with- | Registry actions Registry action the action; no Reg- | 001,
out valid elDAS require valid el- without elDAS au- istry deletion noti- FS-RegAuth-
authentication DAS authentica- thentication or with | fication is accepted | 002
tion invalid, expired, re-

voked, or mal-

formed elDAS au-

thentication
Unauthorized Verify that only an | Actor is authenti- EC Registry rejects FS-RegAuth-
actor cannot actor authorized cated but not au- the Registry action 003

Registry action
is rejected if
EO/MSP is not

Verify that an au-
thenticated but
unverified

EO/MSP is authen-
ticated via elDAS
but has no valid

EC Registry rejects
the Registry action

FS-RegVer-001

is validated cor-
rectly

only valid verifica-
tion evidence

ture, e-seal, elD, or
attestation for veri-
fication

jected; valid evi-
dence is accepted

verified EO/MSP cannot Registry verification

perform Registry status

actions
Registry verifi- Verify that EC EO/MSP submits Invalid or missing FS-RegVer-
cation evidence | Registry accepts qualified e-signa- evidence is re- 002,

FS-RegVer-003

Three-year Reg-
istry verification
validity period is
enforced

Verify that the EC
Registry correctly
handles the valid-
ity period of
EO/MSP verifica-
tion

EOQO/MSP verification
status exists and is
either still within or
already outside the
valid three-year pe-
riod

EO/MSP is recog-
nized as verified
within the valid
three-year period;
expired verification
is no longer ac-

FS-RegVer-
004,
FS-RegVer-005

correct DPB ID
and Battery ID

notification sent
to the EC Registry

Registry notification
is triggered

rect DPB ID and
Battery ID

cepted

EO/MSP Registry | Verify that Regis- EO/MSP is authen- Profile data is cor- FS-RegProf-
profile is cor- try profile data is | ticated and verified; | rectly stored, up- 001
rectly linked to correctly stored Registry profile dated, and associ-
the verified ac- and associated data exists or is ated with the veri-
tor with the verified updated fied EO/MSP

EO/MSP
EC Registry is Verify that Regis- BSP deletion and EC Registry is noti- | FS-RegNot-
notified only af- | try notification is EO/MSP local dele- | fied after deletion 001,
ter deletion is sent only after the | tion are executed; completion only; no | FS-RegNot-
completed deletion workflow | workflow comple- premature notifica- | 003

has actually been | tion status is tion is sent

completed known
Registry notifi- Verify correctness | Deletion has been Registry notification | FS-RegNot-
cation contains of the deletion completed and contains the cor- 002
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Test Scenario

Objective

Preconditions

Expected Result

Related Fail-
ure Scenario

EC Registry re- Verify that EC Registry notification | EC Registry rejects FS-RegNot-
jects notifica- Registry does not | references a DPB or does not finalize | 004
tion for a DPB accept deletion for which deletion the deletion notifi-
that has not notification for a has not actually cation
been deleted non-deleted DPB been completed
Cross-system Verify that Deletion workflow All systems show a | FS-Sync-001,
deletion state is | EO/MSP, BSP, and | is completed consistent deletion | FS-Sys-001
synchronized EC Registry show | across EO/MSP, state; no synchro-
correctly the same deletion | BSP, and EC Regis- nization lag leads
state try to contradictory
states
Partial deletion Verify that partial | Failure is injected System detects the | FS-Sys-001
failure does not | failure is detected | during BSP dele- partial failure and
leave incon- and handled con- | tion, EO/MSP local prevents or flags
sistent system sistently deletion, or Registry | inconsistent final
states notification states across
EO/MSP, BSP, and
EC Registry
Audit trail rec- Verify traceability | Delete workflow is Audit trail records FS-Sys-002

ords the com-
plete deletion

of successful and
failed deletion

executed success-
fully or with an in-

correct actor,
timestamp, re-

workflow workflows jected failure quest, DPB ID, Bat-
tery ID, deletion
step, system out-
come, and Registry
notification status
e ™
Note: Some of the test scenarios described in this document may not be implemented
within the scope of the test environment currently being developed. These scenarios are
nevertheless included in this document to provide a complete overview of potential fail-
ure scenarios within the overall DPP system and to clarify their relevance for end-to-end
system validation.
§ J
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6.5 MANAGE END-OF-LIFE AND CIRCULARITY EVENTS
REPAIR AND RECYCLING ACTIVITIES

Overview

This user story illustrates how existing DBP interaction modules can be combined in
a circularity-related lifecycle scenario. Using the example of a Repairer or Recycler,
it shows how public access, controlled data access, and update functions may sup-
port repair or recycling activities within the DBP ecosystem.

The purpose of this user story is not to introduce a separate technical function, but
to demonstrate how previously described modules can be reused to document
lifecycle-relevant changes after a physical repair or recycling activity. The physical
activity itself and internal follow-up processes of the EO or MSP, such as backup
creation, are outside the scope of this scenario.

Actors and Roles

e Authentication Pro-
Actor Responsibilities

tocol provided by

Economic
Operator / | DPP Owner /
Main Ser- DBP Data

Hosts the DBP system, controls access to
DBP data, validates submitted updates, and

. . OAuth 2.0 or elDAS
returns the updated content or confirmation

vice Pro- Provider
. response.
vider
Performs repair or recycling activities on bat-
Repairer / | Circularity teries, accesses the required DBP data within
Recycler Actor the permitted scope, and submits updates to

document the new battery state.

Ordinary Sequence

The process may begin with an optional QR code read. If needed, the Repairer or
Recycler scans the QR code attached to the battery using a mobile device. The device
extracts the URI encoded in the QR code and sends a secure internet request to the
EO or MSP server. Since this step concerns publicly accessible DBP data, no authen-
tication is required.

The EO or MSP returns the public battery passport data in a structured, human-
readable HTML format. This allows the actor to review public battery information
before requesting access to controlled data.

If additional controlled information is required for the intended repair or recycling
activity, the actor authenticates with the EO or MSP. Depending on the actor type
and the applicable identity management framework, authentication may be per-
formed using OAuth 2.0 or elDAS. After successful authentication and authorization,
the actor receives an access token with the permitted read and write rights.

Using the access token, the Repairer or Recycler submits a GET request to retrieve
the controlled DBP data required for the intended activity. Depending on the used
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API function and input parameters, the request may refer to a DBP ID, Battery ID, or
a specific data element path.

The EO or MSP checks the actor’s access rights and returns only the data that the
actor is entitled to access.

Based on the retrieved information, the Repairer or Recycler carries out the physical
repair or recycling activity. This operational activity itself is outside the technical
scope of the DBP system. From the system perspective, the relevant next step is the
documentation of the resulting lifecycle change.

After completing the activity, the actor submits an update request to the EO or MSP.
The request contains the DBP data elements to be updated and must remain within
the actor’s permitted write scope. Depending on the applicable update function, the
actor may update selected fields of a DBP by its DBP ID or update a specific data
element by its path within the DBP.

The EO or MSP validates the request and verifies whether the actor is permitted to
update the addressed data elements. If the update is accepted, the system pro-
cesses the submitted changes and returns the updated DBP content or the updated
data element as confirmation.

As an optional final step, the Repairer or Recycler may submit a second controlled
read request to verify that the update has been correctly stored and is reflected in
the DBP. The EO or MSP returns the current DBP data within the actor’s access scope,
including the updated values from the previous update step.

EJ ar copE READ (OPTIONAL)

QR Code Scanned - Public DBP Data Requested
Repairer or Recycler scans the QR code attached to the battery using a mobile device. The

o1 | REPAIRER / £0 / MSP mobile device extracts the URL encoded in QR code and automatically initiates a secure
RECYCLER - / internet request to the Economic Operator's or Main Service Provider's server. No

authentication is required for this step.

‘ No Authentication Required

Public Battery Passport Data Returned - HTML Page
o2 —— . REPAIRER / = The Economic Operator or Main Service Provider returns public battery passport data in a
RECYCLER | structured, human-readable HTML format.

‘ No Authentication Required‘ ‘ DBP (only public data)

E AUTHENTICATION & AUTHORIZATION BY ECONOMIC OPERATOR / MAIN SERVICE PROVIDER

Authentication Request

The Repairer or Recycler initiates authentication with the Economic Operator or Main Service

03 RI:EPS(IEEER/ N EO / MSP Provider. Protocol depends on actor type: OAuth 2.0 for third party actors; eIDAS for regulated

base roles.
| oAuth 2.0 or| elDas |

Access Token + Access Rights

The Economic Operator or Main Service Provider returns an access token encoding the actor's

04 EO / MSP — R:EPCI-\YIEII.EER/ role-based read and write permissions. The Repairer or Recycler is now authorized to access

controlled digital battery passport data and to submit updates within the permitted scope.

Figure 16: Ordinary Sequence "End-of-Life and Circularity Events. Part 1"
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Bl conNTROLLED DATA READ

GET Request - Read Function with Required Input Parameter

REPAIRER / The Repairer or Recycler submits a GET request to retrieve the controlled digital battery

RECYCLER EO / MSP

passport data required to prepare and carry out the intended repair or recycling activity.

‘ readDPPByld ‘ . ‘ readDPPByProductld‘ . ‘ readDPPVersionByIdAndDate‘ : ‘ readDataElement

DBP Data Returned According to Access Rights

Response contains only data fields the Repairer or Recycler is entitled to see. If he has partial
REPAIRER /

06
EO/MSP | = | REcYCLER

rights, public data is included along with the permitted controlled fields. Controlled fields

0

outside the Repairer's or Recycler's rights are omitted.

‘ DBP (public + controlled data)

B vrpate

PATCH Request - Update Function with Required Input Parameters

REPAIRER / The Repairer or Recycler calls the applicable update function and sends partial digital battery

RECYCLER

07 EO / MSP

1

passport containing fields to be updated.

‘ UpdateDPPbyld ‘ . ‘ UpdateDataElement

Response - Updated DBP Content
REPAIRER / | Confirmation that update was applied. Response ontains updated digital battery passport

08
EO/MSP | = ' RECYCLER | content.

i

‘ Updated DBP ‘ or‘ Updated Data Element

B CONTROLLED DATA READ (OPTIONAL)

GET Request - Verification Read of Updated Controlled Data
The Repairer or Recycler optionally submits a second controlled read request to verify that the
REPAIRER /

submitted update has been correctly stored and is accurately reflected in the digital batte|
RECYCLER = — EO / MSP p y y 9 ry

passport.

‘ readDPPByld ‘ . ‘ readDPPByProductld‘ . ‘ readDPPVersionByProductIdAndDat4 . ‘ readDataElement

Updated Controlled Data Returned - Changes Confirmed
REPAIRER / | The Economic Operator's or Main Service Provider's system returns the current controlled
RECYCLER | digital battery passport data, including the updated values submitted in Phase 4.

i o
i

10 EO / MSP —

‘ DBP (public + controlled data)‘

Figure 17: Ordinary Sequence "End-of-Life and Circularity Events. Part 2"
Scope Delimitation

This user story is included to demonstrate how previously defined modular user sto-
ries can be combined into a broader lifecycle scenario. It reuses interaction patterns
for public data access, controlled data access, authentication and authorization, and
data update.

For this reason, repair and recycling activities are not treated as a separate test focus
in the initial test environment. No dedicated assumptions, failure scenarios, or test
cases are defined specifically for this combined user story. Instead, the assumptions
made for the corresponding previous user stories also apply here.

Failures may still occur within each reused module, for example during QR code
access, authentication, controlled data retrieval, or data update. These failures are
therefore module-specific rather than specific to the repair or recycling scenario and
are covered by the respective previous user stories.
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7 OUTLOOK

This document, Navigating the Digital Battery Passport: User Stories from a Technical
Perspective, presents the first version of a user-story-based technical perspective on
the battery passport ecosystem developed by the BatteryPass-Ready consortium. It
was prepared while the underlying regulatory and standardization framework was
still evolving.

The release of the second version is linked to the availability of the secondary legal
acts and standards that will further specify processes that are not yet fully defined.
These include, in particular, the Registry Act, with Commission adoption planned for
Q3 2026; the Access Rights Act, which will address access rights to specific parts of
the battery passport; and the Service Provider Act, which will define rules for service
providers, with Commission adoption planned for Q4 2026. In addition, the
CEN/CENELEC JTC 24 standards EN 18239, covering access rights management, in-
formation system security, and business confidentiality, and EN 18246, covering data
authentication, reliability, and integrity, are currently still in draft form and are ex-
pected to be published at the end of Q3 2026.

Once these outstanding acts and standards are in place, the second version of this
document will extend the scope and refine the existing user stories to reflect the
consolidated requirements.

The identifiers addressed throughout the user stories are based on the BatteryPass-
Ready Data Attribute Longlist v1.3. The next revision of the Attribute Longlist is
planned for July or August 2026, following the adoption of the Registry Act. This re-
vision will incorporate the resulting clarifications and ensure that the set of attrib-
utes, their classifications, and their access conditions remain aligned with the cur-
rent regulatory requirements.

The test environment is based on failure- and test scenarios defined throughout this
document and will be maintained in continuous alignment with them. As the user
stories are extended and refined in line with the developments described above, the
test environment will be updated accordingly so that it continues to reflect a subset
of the scenarios described.

The BatteryPass-Ready consortium welcomes feedback on this document and the
user stories presented herein. Comments, questions, and suggestions may be di-
rected to the consortium or directly to Elena Andrushchenko and Dogan Efe, either
by email or through exchange sessions.
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